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taining alphabets on their peripheries. The cryptographic 



principles of the tiro types of devices are identical, since 



each provides enclpherment by means of a number of different, 
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In order that the reader may 



have a better understanding of the discussion which follows, 
it is necessary to present here a brief description of 



enciphennent by means of each of 




se basic types of 



devices. 



The alphabet disks of the cylindrical type caa be re- 



moved from the c 



al s 






In any given 



prearrs 




order. 



2 



After the disks are mounted on the 




t in 



the order agreed upon, the plain text of the 



aligned 



the device in 



a horizontal line by revolving the disks one by one. The 

— 

ciuher text Is chosen at random frois the horizontal line 3 



of letters resul 




from this pie in -text alignment 



Succeeding lines of plain tsxt are enciphered in the same 



2. For pictures of a dlsfc-type device, see the photo 

graphs of Cipher Device, type 15-9 4, Taos 7 and 8. 



01 




I ■ 





( 



I. 



— 



Introduction 3 




til the entire message has been converted Into 



cipher text. Decipher meat la performed by a reversal of 

■ 

■ 

the procedure , that is, the cipher text is aligned across 

■ 

the device and the resulting plain text can be found by ex- 
alinin g the other horizontal lines of letters thus formed, 

- 

■ 

only one of which vi 11 "road", . 

- 

■ 

Flat Arm? atrip cipher devices have their mixed alpha* 



bets on paper strips inserted in channels instead of on 
disks amounted on a shaft. ' The difference batw&^n the two 




es la purely mechanical 9 since ordinary sliding strips 
.bearing repeated alphabet 3 produce the same results as 



single alphabets counted upon wheels. For an e^acple of 



a flat strl? device, containing channels, see photograph 



- 



of Cipher Device , type H-lj8^A t Tab 26. In general, to 



■ 



encipher a message using the flat type, the letters of the 




a in test are aligned In a vertical column at the edge 



of the device. Another vertical column, vhich results froo 



the plain- text alignment, is chosen to serve as the cipher 
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into cipher text. Decipherment is performed by a 
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of the procedure. 
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was adopted j a fiat strip cipher device In elementary form 



tad bean conceived by Parker Hitt (Tabs 3, 4). Many other 



development nodels were built by the Arrsod Services bef 



■ 

the final Amy form vas adopted In 193^- The discussion 



j 



which follows* of these intervening models is simple if 



he central Issue in their development Is kept In mind: All 




Army eicperimentation with different mechanical for^a of tha 
cipher devices was directed toward the goal of prov 




an easy method of changing the alphabets used. Cipher De- 
vice did not provide this feature since its alphabets 
could be replaced only by manufacturing new disks* Planning 
a^d building a device which would easily allow this Iirpor- 



tant feature and still work- smoothly proved to be no little 



problem. The round Ciphsr Eevice M-136 (labs 9t 10) and 
the navy -developed Cipher Eevice H-137 (Tsts 12, 13) were 



both unsuccessful attempts. Cipher Device K-1J8-T1, 



M-l^S-TZ^M-ljS-T?, and H-13S-T4 (Tabs 14 through 19) were 



models constructed, with certain differences, for the specific 



purpose of deciding which was mechanically more practical 

■ 

for allowing the change of alphabets* Finally , a Havy 

i 

development, baaed on the Army -evolved Cipher Device H-133-T^ 

- 

was adopted as standard, tut this did not work properly when 



put into service* Therefore, new esperimsntation began which 

r 

resulted in the excellent Cipher Device K-128-A (Tabs 25, 25} , 
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Its Initial procurement in the late 193G T a. The only 

- 

ryp to graphic change which this new device offe^&d was the 



addition of 5 channels , making Cipher Device M-I38-A a 



3Q-ehannei device instead of a 25-cbsnnel device as was 



■ 




Cipher Device K- 

■■ 
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Since Cipher Device H-133-A worked so well, it may 




strange that the Arzsy should use three other models 



■ 



during ¥crld War II* STner© 13 only one reason for the use 



cf tie otter three models. Cipher Device H-ljS-A was Et&de 
of scarce a lumlnum . It was necessary therefore to find a 



substitute material to finish procurement of the number 
required by the ArEy ff s using forces. Ho suitable suhsti 



tute material vag ever found in e^nits of the fact that two 



other models vere put into service. A wooden device of 
Eonduraa mahogany, called Cipher Device H-138-A (SIOV0W0) 




(Tab 27) was used by the Army but proved unsa tla factory 
because of warping in certain clizatas. The plastic CSF 
(Tabs 29, 30), purchased in quantity from the Havy, vas also 
triad but was unsatisfactory for the same reason* When 
aluminum finally became available in September 19^3 i aluminum 
Cipher Device CSP 645 f s (Tabs 31, 32) were ordered from the 
Navy because this course vas, at the time, asore expedient 

renegotiating with the manufacturer for elusainum 
Cipher Device M-ljS-A's* The development, pre cur ement. 
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gs on pa^es 8 through 

is discussed 



ented in detail under appropriate he 




63: distribution and use of strip cipher 




on 




s 69 




h Ihi 




security Improvements, vhich are 



extensive, are discussed on 




s 75 through 10 \. 
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Cipher Device operates on what is knevn as 



the revolving vteel Drinciule. 




is one of 




of 



the 



various vays in vhich polyaipbabets EE.y be used in cryp- 



tography. 



In this case a number of different alphabets 
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into lengths equal to the r.isber of el?] 




JOT*, f*; 
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* it vill be found ths.t within each of these sets thora 
is always the sacs interval between the plain and cipher 



components 



The insecurity of the system lies in the nas 





alphabets «hich pe 
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of Eyi^cptiG Tables 



3y 



use of these tables, and a teiovn or suspected word or ^orda 



in tins text f one orasr or s.rrsi 



esent of the alphabets can 



bs fenmd. "with tlte seqTience cf alphabets recovered, ce^-sages 
can tiien be decrypted easily. 
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periods. Four Inventors are on record, namely, ThC!cas 

■ 

Bazeries cf the French Army; 
Captain Parker Hitt, USA; and Major General (then Major) 



Jefferson; Gciiisandant Etien 




Joseph 0 




crgne, USA. Thonas Jefferson^ vork vas imtaovn 



to the other three nen 



Contain HItt 



General Mauhorgne 



say possibly have known of Co 




ndant Bazeries 1 work, though 



it is believed they vere not avare of his invention, General 
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otf of Captain Eitt f s invention — or at least 
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he used- 



Hauborgne did 



of the alpha be 
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vhich he called the "Wheel Cypher™ a 




very ciosely 




the twentieth century A ray Ciphe* Device t type H-9^* 



The Cipher Device 11-54. however* was invented and manu 




1 



cti^rsd without 



1 




Pledge of the existence of Jefferson's 





Wa. F * Friedman, who in 1922 vaa Signal Ccrps Cryr 
and is ncv Director of Coiniminicatioiis Besearch, A ray 

states: B . 4 .vbo^ in 1922, my frieui 



Security Agency, 
Profess-or John Ilanly brc*J 
fere 



mm B 




ma a photostatic copy of the 



in Jefferson's own hand^Itlng* vith all the 



corrections Jefferson cade as he was describing rue ^nv op- 
tion, I was much startled. For hero was another beautiful 

of the adage In cryptography that 'there is nothing 

new under the Snn'. n Friedcan, tfillianF., "Edgar Allan 

Istlr.j 23, (Oct. -De c.j 





Signal Corps 




sn«5 



Foe , - Cryptogr 

1937) , reprinted in Articles en Crypto 

Cr7ptaEnljrsi3 , prepared under the direction of the Chief 

Signal Officer- 
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v the amazing similarity, Jefferson's ovn description 



la quoted belcv:^ . 

■ -■ 

, Turn a cylinder of T*hlte vood of about 2 in. diss, 
end 6 or 8 In. long. Bore through It's center 1 a hols 
t icieBt to receive an Iron spindle or axis of 1/3 
or 1/4 in dia^. Divide the periphery into 26 equal 
parts {for the 36 letters or the alphabet) and with a 
sharp point draw parallel linos through all points of 






ion from one end to the ether of 




is c 








ae lines with ink to cake them plain, . fhen 
cut the cylinder crosswise into pieces of about 1 
of an inch thic!*. They will resemble backgammon men 
with plane sides* Number each on© of them as they are 
cut off* 




j on one side,, that they nay be arranges tile in 
j order you please. On the periphery of eaoh and 
between the black lines put all the letters of the 
alphabet j not in their established order, but jumbled 
and without order so that 

S them in their numerical order on an iron a^iSj 
one end of which has- a head and the other a nut and 
sere*?, the use of which is to hold theai firs: in a^ 
given position vhen you choose it. ¥hey a 



no ti?o shall be alike, ncv 



s trin'" 



e nsw reads 



for use, your correspondent having a siml^a 
similarly arranged* 







se I 
faTor of the 




to cypher (these 
22d is received. 1 
the 1st *heel till the " 

plsce it 1 , 




this phrase 



turn tiha 2d a- 



turn the Jd and plf.ce it 1 , 
turn the ^th and place it f . 



turn the 5th and p 




e it'. 
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turn the 6th an£ place it 1 



y. 

the y 

u. 

th 




■n 




f- 




presents itself 
by the side of 

of the 1st 
side of 

■ 

e o , cf the 2d 
by the siae o 
u. of the 3d 
by the side of 
r. of the 4 th 
by the sice- of 



■ 



tne f ,of the 5th 



2 



A photos 
son's own 
is in 





I tea 



contained 



tie copy of the description in Thomas Jeffer 
handwriting is gi^en in Tab 1, The origins.! 
Library of Congress j Jefferson Papers , Vol. 

« A reprint of the photostat is also 
the article referred to in footnote 1* 
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and so on till I have got all the words of the phrase 

on* line. Fix them with the acrew. You 
will observe that the cylinder til en presents 25, other 
lines, not in any regular series, but jumbled and 
without order or meaning. Copy any cne of them in 
the latter to your correspondent. When he receives 
it, he takes his cylinder and arranges the wheels 
so as to present the same jumbled letters in the same 
order in (a) one line* He then fixes them with his 
screw and examines the other 25. lines end 
of them presenting him these words ^our favor 
the S2d is received. 1 which he writes down* As 
other will he jumbled and have no meaning he cannGt . 
mistake the true one intended. So proceed with every 







other portion of jour letter, 



* -■ 



C, Invention bj Etienne Ea series 



In 1391 j Commandant Etienne Bezeries, a noted French 

a. 

the same type of device. 



cipher expert, independently 




3 



His own description of 




device is quoted: 
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The appara 




consists of the following parts: 



1. A cylindrical body, terminated at one extremity 
by a disk permanently f ixefi to the cylinder and hearing 
an indicator in the shape of a forked 




er; at 




other extremity by a milled disk, which sere 
the cylinder. 



2 onzo 




Twenty alDhabets, each of twenty -five letters 

e form of ring 3 which encircle the 




(Latin Script) in 
cylinder, the sequence cf each alphabet being different 
from that in all the other alphabets. Each one bears 

iber on one side. 




5* 




1 1 ■ ■■ ■ ■ ■ 

■Jlllf 



"A Multiplex Alphabet System Several Kachine 

" — - - - - - - - ■ "publication l(o 

p. 37. 



and H 


Lethods to 


r their Solution , 


River 




oratories , 




i9±t 
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Thie description j found in pages 250-261 cf Bas 
Les Cbif fres Secrets Devoilea t Paris, 1901 j was 
Yvom RivertanJ£ La horatori.es "Publication Uo-20 
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sunk Into a groove r 



the head of 




c &n b 9 a c t 3 v: c d 




A stop-pin,* 

^ the fixed disk, and the stem of which, partlalij 

umilas loiisltudlnall^ on the 
cylinder j fits into Botches on the inn3r side of 

■ _ 



alEli.2het-rln 



vhich not oh e3 correspond in position 



vlth -die letters on the outer side. 



The Key, —This is secured from ths order in which the 
alphabet ring a are pieced on the cylinder. This oj-tfer 
is" derived from a vord *:hlch is repeated until there 
s is a total of twenty letters. To trans c Pits this vori 
into nuEiberSj a figure 1 is vritten beneath the letter 
¥h±ch cooes first in the normal alphabet j if it is 
repeated the second tis;e it 
tine 




cones rn-^iher £ t a Lhird 





the second tis,e 1 

M ^be? >j etc. Then 
in the normal alphabet is nuabei^i in sequence; 
until all ths letters have been numbered. 



ish ec^es 



5- 



iS J 

with 



Setting the apparatus according tc the lcay 4 
rrangins the various alphabet rin^s in ac^ create 3 

l cf numbers si^en bj this n^ 





e succession 
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the line 



n 



-hi 
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to each other as 
the forked finger 
test* The successive ring a are fi^ed one after tiie . 
other during the process of pushing ths stop -pin fcrvird 




ilU.3 tferOUgh SaO 

The cipher line is one si 
the other horizontal lines. This operation is repeats 
for the next twenty letters sn<i so on until the en sirs 
2-essese has been enciohsred. S£.e process of decipher - 
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. . . I made a table of pairs from which I scratched 
out pairs already used as I pro seeded until I had used 
them all up. Due consideration bad to be civ en to the 
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disc. Naturally there would he no pairs of similar 1st- 

. AA, 3B or others. 
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Eec£"ase of the h±£h res 



lstance to solution shown in this test, 



Major Eauborgne 's device and his special alphabets (opposite 
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p. 16) bee 



Some 






ei* 




1941 aftsr General Man be 
ed, vhen the clear text cf the messages used for 
to light, the reason for 




had retir- 






es became a^p 




■ 

clear text was English but the words employed were so seldom 
used and so little known as to be unrecognisable * Photostat 



codes of bo 




the 25 messages sent to River 



■ 

the plain and cipher text of the tee Innings of 

and to HI-S, are shown in 





5 



F 




Three 




as Standard ; Procurement 

- 

pa elapsed after the test messages vere sent to 



SLX-5 and to River bank 




t cries and before the disl: device 



was 



approved by the Signal Corps Technical e«mlttee. At 



raee 




7lo 



of 





Corps Technical Committee, 



— ™ 



12. 




4 




12 




All information on 
lugs vas obtained from 

ings, Engineer ins 
Pentagon* 



Corns Technical Conssittee 
"es of minutes of SCTC 





the _ 

Technical Service t OCSigOj The 




031 



h "v- 

11*==""== 

II kill" - P - - " 

j-. ■■----- 

Il II -------- 

Irs Lv.-zL^vr-i" 

M M M M ■ ■ ■ MMM 

M"M mm m m m mm b ait 

I ■ 

p ■ ■ ■—-----—■ 

Bt ■ M M M BB M H ■ ■ li 

■-"--.:r.' /.".rr 

M M M M ■ ■ ■ I I 

mi .... ■ .! Ill 
m ■ ■ ■ ■ ■■ ran 

■ - ■ . =■ el B Si IP*" 

■ ■•■■■■■ill 1 

"JJTi>i*i 1 1 if ■ " - 
i ■ 1 1 - - ■ ■ - - - - 

j ■ ■ m i t r - - - - 

H— ■§■:'■■■■■■■■■ 
I 

ll"l I -"- 

■ II 1 '— — ■ 

tast came ir£^ 

uinrir' ■■ 

■ ■■■■MM 

U^-Jjj ll rt 

■ 

rM M M mm M ■« M M MLB 
-- - 1 

■ ■■n rH nm.np 

■ '111 MM 

■ . j-Jh Ik ■ 

±e:eelee ! ;tt 

•I — i k.B.k k ■> bB I 

I ■ ■ ua ■ ■ ■ ■ 

pffwwrw 
k . . ii- 

■ ■ 
- 

Lk.^i.i ru ■ ■ 

U— -■■ ' i-i— ■ 1 

"l "flp 1 . . - -T-YkYV p m 
%J -_b ■ ■ ■ ti ■ mi 

■ ■■■—■ ■ r- ■ — 

IXriririaJJn-p 

■ ■■■■■■■ *i i ■Pf 

■ * "■ -• - - - 

r 

■ 1 - ~ L 

■ -■ e »■ 

M M M ■ ' M ■ ■ BMM MB 

m ma mm mz ■ ■ m ■■ ■ 

zz: : . . ". " " 

| II BL1MT. 

I MM 
MM ■ MMMM B B MM 

. ■ 

Ml B ■ M 

ntwj.wi 

■ 
I 

i 

.... ■ nn 

■■■ ■ ■ ■ ■ ~ 
. _„ . . 

kl A BB B I If 

■ ■ ■ p P*P" " ■ 

. . ..LI kkBB 

j- ""M ■ ~- 
pit: i 

m . . m 

M mm mb Mi H I 

M ■ 
■ I 
■ 

M M MM am ■ M M MM 

■ MM MM! I I II I 

M BBUBB M M I I I I Ul 
MB. - I " 

s test consisted of the beginnings of £5 messages, each 
£5 letters long. Attar quite a bit of work had been done 
and no results bad been obtained, a request vas ^J^ 1 ^^ p£ 
Riverbank Laboratories for a uc^a of c^ear ^es u utn^ a^- 
tually occurred in one of the aesaages. The vorcs AKE YQtf ^ 
vera given, and these vere tried in every possible pesx- |z|r 
tioa. When the results were esaained, no fnrther clear ™ 
test, nor any likely combinations of letters which se 
olausible as parts of vords, vere noted. 

M . . . . . . 

k- i pi ri i ii 
_ - .in ii ip 

MBMMM M3 m MM MMMM 

wL - JB . BJ Ii . 

Lj " " ■' " ~ " ™~" " 

■■P-- B - — — 

mm m m mm a ■ mm mm mm 

JLII I I MM 

■ I IIJJU 
I TBP" ■ 

• « . _ _ . 

J:» ■ I I 1 I I lk 

M M ' ■ Ml M M 

k- _ 

■ b m "'it— 

• ptb" rn rf 

■ ■ - • 

■alTkV-VL ■> . - 

l— — r- 

"* " " ™ 

hSpmmb 

■f" r " " ■ 

. n .. J . 

r ■ - - ■ 



. - - - - J 



.lira" 

li m 

j i ■■■■ 



- 



■ . - ir 



: 



O 



II. 



Cip'aer Device M-9^_. 
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approved as standard; the list included Cipher Device 



(Tabs 7, 8). This same list was approved 




the Secretary 
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The list of signal eq^ip-aant here mentioned was compiled gggg 
in accordance vith a directive of the Secretary of 
War, Definite channels for standardisation vere evi- 

... ■ 1 

dently not clearly defined in 1920. However a decisive 
beginning waa made as evidenced fcy the following: The v^E^ 
Secretary of War directive (to AG f from Ass 1 * Chief of 
Staff > 17 May I920) stated, "There is some confusion 
In the minds of the using service as to exact standard 
or approved models... and it ta desired to establish WM: 
standards in all articles prescribed in basic tables 
for issue to the Army." A directive to effect this 
action was sent by the AG not only to the OCSigO hut . 
also to other services* OCSlgO prepared the list of 

al b ■ ■ ■ I 

a. -■ ■ ■ — r - - - 

is directed and sent it to -ti^~" "~ * — ~~ 
approval of the Secretary of War. The Secretary of S££S£ 
War directed OCSlgO to first obtain the approval of 
the Signal Corps Technical Coamittee. This approval 
ttaa obtained at SCTC meating No. 8. National Archives ■ r~l 

Pile 311.5. 
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, a letter 9 
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Development Division, 
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2,000 b 



cured. The discrepancy in these figures vaa 



due to en unexpected rise in price caused by e necessit 
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s^id Priner, Senior 
1. Sfconpscn, JC Apr jJC. 
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Ltr from Ma J, J, 0. Meuhor^ne, Electrical 

Sec * j Research and Development wivv, 0CSI 
Hanaoxi B- Black, Purchase Sec,, Supply Div,« 
CCSigO, 5 May 21. Pile: same aa a 





S0j 



to Col 




Ltr from Kaj* 

Div #t OCSigO, to 



fred Z. Lara 





Ij Div w OCSigG, 



Research and Payelooscnt 
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The lowest Didder was the Veeder Henufecturins Cc . 
Hartford, Conn. , which failed to agree on tie "eight 
hour clause" of the contract, thus preventing pie. cedent 
of the contract with that coinpaiiy. Ltr from Kaj. J.O. 
Ksuhorgne, Electrical and Signal Engineering Sec, Re- 
search and Development DIv., OCSlgO, to Col. Hanson B. 
Black, Purchase Sec, Supply Oiv., OCSlgO, 5 Hay 21. 
File: seae as above. 
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ures quoted above (consisting of the 2,000 

_ 

ordered from the Doehler Compaay in 1921 and the 1, 




ordered from the Reeve Conpeny In 1928} give a totel pro- 

■ 

current pf 3,094 device a* ■ Eventually thsge procurement 



r 





y< 



urea were Increased until almost 10,000 Cipher Device 

- 

*s ^ere procured* Wo record has been discovered vhich 
ells Jiow and vhen these additional devices were procured* 
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Use 



btv 



Cipher Device M-94 ¥as used extensively batveen Vorld 



War I and Vorld War II, In February 1932 en instruction 




pamphlet entitled "Instru 




for Usinsr Cipher Device 



H-ai" was published by the office of the Chief Signal 



Officer 



■fill be Issued to all message centers. 



t stated that "tbe cylindrical cipiiar device 



- r 



s primary us 



MM 



owever, is by message centers w 



i 



the lafaatry 



reri 



Ll w 



and, . aupp o r t lag t r oops. 



In I927 there was a 




s 



aliiultaneous Issuance of Cipher Device M-94 t^avy title; 



2. 







>Lr . Friedman verified tha procurement figures girs 
the quotation below: w !Ehe above tfas completed 
t 41 for 9452 and i?e have no record of any 
of these devices as being on order, n Routing and 
Work Sheet, Subs Cipher Device JS-94, Action lj to 
Lt. K. H. KilgOj Statistical 3ec*> Procurement Div 
J. 4 Feb 42* File: s£i£© a 3 above. 
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BBS 




by the Var 




cations. It vas 




Kavy Department for Joint co am u nl * 



distributed; tfce almultaneoua 




fective data for its joint use being 1 September 1927- Key^ 
rords ecu Id be arranged by agreement between interested parties- 

i 

Kovever, a universal emergency keyword, which vas changed 



only inl 




quently, could he used in tfca absence of any 



previous agreement. In Dsc 




er 





tary 




and naval 



2 H 



attaches were aidec 



to 



January 19?Qj Mill- 
the holder list 



for Cioher Device M-94 and for the universal emergency 





oxiiaately nine years 



la- 



^7. 




SepteEber 1939* 



■ 

units of the Coast Guard sere added no the A ray 






s holding the universal ecter£ency 




z*d for Cipher 



Device M-94, 25 



P 




for discontinuing use of Cipher Device H*9^ 




These 



vith the service tseta conducted oil Converter ft-209- 

teats resulted in a recOEEse^dation "by SIS in ?e 




ary 19^1 to the Signal Corps Tecbnic&l Consaiitte 



hat c 
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All Military Attars * 
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34, 3 Dec £9; AS -20 A Fi 



C I -lie? 
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CS? 493 j "Instruct ion for Using 
Change So- 19, 1 S^pt 59; File: 
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s id era t Ion be given to the adopt ion of the K-209 as stand- 



ard equipment for issue as replacement for Cipher Device 
jl_a4 on the basis of issue reconEiended by the boards of the 



several branches. 




In the spring of 19^2 Security Section 



sonnel, Si£- 





tiiat 




Device? f-I - 9 ^ vas 



being used by the Ferrying Comniand for messages carrying the 



date and time of arrivals and 



Earturea of troop ships ■ 



Representative traffic was obtained end read cryptanalytically 



without difficult 



This success in reading the eos sages 



2. calling 



^as reported to the Air Force on 23 inarch 



attention to the ease vith sJkich keys 
¥hen messages vers circles sly handled, 





be rec ens tr ue- *d 




permitting th 





of all ess sags s intercepted in the same key. 



ii 



Cn 



4 Auril 1942 a meaorandEK from Signal Security Bivision rec- 



ommanded:' 




. . that the use of Cipher Device 11-9^ by both 
and troop transports be discontinued a- once due to 
lack of cryptographic sectarity of the systec involved. 
It has been" found possible to recover the key of the 
device using a very fev jne stages. It is felt that 



using this insecure system is verse than using no 
at all as it " - . _ — . 




¥ 





es tho correspondents a false sense c 



25. ''Historical Survey of Strip Cipher 




s t 



strips , I, 



2: filed in 



tion, A3- 





eral Systems Subsection, Analysis Sec 
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Ibid « j "It vaa 
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given a single E.es3££:e in 
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security . * 

In the latter part of 19^2 Converter H-209 Issued 



o several units to 




ace the 






units &s fast as H-209 T a bece.se available 



thereafter to other 
The issue of ' 



ClDher Device to troop units or to Posts, Camps, and 

ions vas discontinued 16 April 19*3- uas used 



S 




units of the Air Force after it had 




■ 

by Converter M-209, and by Ground Forces in Ecrth Africa 

[Phere were not enough Converter M-209' s at 





that 




to supply all units. On 13 July 




Siraal Seen 



rity Division sent the folloving letter to the Conn 



mmm r-* mt 



General, Amy Air Force, Te 

isston* D. C . s 




ical Services Divlaic 



T|r a *"h — 






It is reouested that tne use or v _ 
be discontinued by Air Force Units. The device is no 
longer considered to afford any cryptographic securit 
It is considered a hindrance rather than an aid to cc 
munlcationn since it tends to give the ^originator of 

message a false sense of security. *° 




On 5 I<5ay 19*3* at 




Ho. 251 t 2 ^ the 





■ 



Technical Committee approved the recommendation of the 




committee on Beclassif icaticn to reclassify Cipher Device 



- 



M-9^ from Standard to Limited Standard, During the discus- 



■"I 




29 



Ibid, p 
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~lc bj an al minim frame 




er alphabet strips move 





up and dcun the aispfa^e of the board by means cf 

■ 

■ 

a lever, and ccaplicated coil springs vhich hold the str 





together underneath the 




(Tabs 12, 15) • 



i 



The s bo rt -lived Cipher Device U -137 # conceived In Its 



special form by 




Snellow, Cods and Si£-£l Section, 



r 



Havy 




vas developed exclusively within the Jiavy 



and vas used by them for about three 




2 



Late in 1935 



25 of these devices vere presented by the JJavy to via 



T 1 




and Training Division, Cffies cf the Chief Signal Officer* 



It. vas considered for Ar 




use vei 



briefly and then 




for joint cosauni cat ions in the ev 



■ 



the I7a v j Iv^p t 



it in service at shore stations. 




A: 



non^no^a. 




VI ■ _P I 



(li-137) requested by War Plena and Training Division, vas 

clature Section, Cffice of the Chief 
August 1933* Ifine days later , on 

nt for CInher Device 



assigned by the Z01 
Signal Officer j cn 



26 August 19^3 j the nomenclature a 





2. 






tion In this pa 
fi3e designated, vas 
Friedman on 20 Jan 47* 



and 
received 




is next j. unless 
by telephone from 



4 



Memo 
34, 



for Ka j. 
na File 



S, Bi Alcin frost Wm< F. Frisdnan, 2d 





Cipher Device 11-137* 




Information on no&enclaturs as si 
H-137 ^as provided by liciuencl&ture 
Pentagon . 



ent for Cipher Devlcs 
Sectlon> OSSigO, The . 
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Development Models M**156 and H-137 
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5C 




ej the noneaalature request designated the nsv; 



device as "a rxdificatios of Cifeaer Device H-U7- 



•i5 



Witt the exception of about tvo da^icec, the navy gift 



of 25 Cipher Device 11-157 's - 




isfactory in n&v&l service because of the 





^ m* 



fection cf thB o 




ss arrange 



^he coil sprir-gs 




' designed to pferfors the dral functioa 




ends 




of 



the alDb&Get 



together and o* r a tuning th3 alpl^abe" 



strips to thejj? original position 



The sn 



— 



tangled in the 




r attacbfisr-t 'vfrcn tL^ leve^ ttss operated. 
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CHAPTER V. 
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CIph 



er Device M- 




BH * BB SBBfBBBBBBBBBBBBBBBB H BBBBBI 

tj as the first flat strip device 



standardized and adopted for use, 



1 





i on 




^ere effected, however , five esroerimen 




models vera considered. fiThe first four models were part 



definite author i zed Aray 



to 




rfe&t a nodel for 



product ion 




t*J0 devices, K-133-T1 and H-I58-T2. ^rere 



con. 





under th^ direction of the C + £ief Signal Office 



and 




ird, H-I38-T3, vas obtained from ths ifevy 




three models were tested sisiltanec^sly by the Signal C 



rj *JSb .i. J-^- ^Jki 



Board for their recozanendations on adoption* 



The beard's 



conclusions resulted in the construction of a fourth 
Cipher Device £1-138-114., which ¥as an is^roved versio. 



of 



the ' T2 jso del 



int 



TXT 



t 



Cipher Device H-138 tos official! 



■ ■ 



aop 






1 




August 193^* However, before pro current iras effe 




Kavy, using the T4 model as a guide, built a fifth, Kodal 

which was believsd to havs a more satisfactory charsnel cc^siruct 



ion. This fifth model was procured as Cipher Device 
(Tab 22, 23}. 
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■ 



For patent 



issue j se« P*56* 
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Cipher Do vice 




3. 




Device 




e first 





of Cipher Device M-l^S 



eventually refer 




2 



to as Cipher Device EI -l^o -5? 1 * const 



of a heavy alumiaiaa beard with £5 channels milled into its 
surface and enclosed in a hinged vooden box vith a leather 

■ 

handle {G?abs lk M 15, 16-)* Ehe fonafil request fop the new 



device vas Init 



1 September 



Section of the 




by Map Plans and Training Division on 




3 



and. the construction vas 




by 




York General Depot in Brooklyn. Plan 



for cons 




of model 1 vere f crnulated by the Sinne-l 




igence Section, Var Plans and ^mining Division; 




ul 



1 



voi?, detail 3 of rzanuf 



rev events vhich the actml h 



Cact-u^e vera adjusted in accordanze 





of the model 




to 



size mere leasiDie 




pre duct was 



shipped on 4 November 1933 by the 3r 



oc 1:1 




Deoct 




the office 



2. 




*or purposes of Identification, it is requested that 
Register No. 1, Cipher Device, Efype H-13S, Kcdel 3, S.C., 
U.S. Arny . . . be In future referred to as "Cipher Device 
type M-138-T3 * . . It Is requested that Kodel Eo, 1 of 
Cipher Device, type H-13S .be "in future known as "Cipher 
Device, type K-13S-T1" and the Model 2 be knewr. as the 
"Cipher Device M-138-T2" . . . It is requested the Ciph 
Device, type M-ljS, vhich you are building based on 
the military characteristics as 




up by the Si_ 

Corns Board, be tnovn as "Cipher Device, type M-133-?^. 

' from Ha J . Hugh Mi t o hell to CiC, Signal Corps La her a 
tories, PtTljlonnouth , H. J,, 4 Kay AS-8UA File: 
Cipher Devic^ H-13B. 




IIoko from Kaj. S.B. Ai-in to Supply Division, 1 
AS~8CA Pile: Cither Device K-133. 




? 3'J 



f J 



^-T V, Cipher Devise 



UP 



r 

LLL 

i r - r - 
i i nrr 
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Signal Officer'' approximately two mon 




■ 



i 



C. Cioher Device H-133-T2 

^^^jdl^^Ul^aai BBBBBBBBBBBBBBBBBBBBBP-BBT- BBBBJBBBBBBBBBBBBBm m ^^^^^ m " 

m 

About three weeks after the first model of Cipher Device 



■ 



i-I-133 was received from the Brooklyn Depot, Uar Plana and 
Training Division placed an order for the construction of a 



second experimental model developed vithin the Division* 



This order 5 with the American Instrument Company, 774 Girard 



in a cost of $65.00 for the construction of one device/ even 



tually Icanvn as Cipher Device 11-138-fft. The American Instru 
nent Company built it in accordance with verbal instructions 



from tir, William F . Friedman of War Plans and Training 



sion. Of the three 11-133 models^ considered by the Signal 



Corps Board, Cipher Device K-133-T2 vas the one reoonmsndsd 



as most suitable. The changes sugsssted by the Board for 



yB^ 

improvement of the recommended Cipher Device 11-158 -T 2 were 



4. Ltr froffl Signal Section, Hew York General Depot, Brooklyn, 

n.Y.j to The Chief Signal Officer, 4 Hov 35. AS-cOA 



File; Cipher Device 1J-13S 



m 



5. Purchase Order Ko. SC 105*07* Procurement Authority 

SC 4318 -P -13-1531 -A -5*1-** 2b Kov 35- 



6, Consideration by the Signal Corps Board of th 
( \ Cipher Device 11-133 models is fully explained 




----- 

i ■ mm a a 

s II II 



the original request for the model was placed. The total | 
cost of buil ding the sample was $67. 
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Device H-138 



21 





nly 



13 




i. — 



lite 



be cane Cipher Eev 




no 




graphs of Ciph 
cbangea vhich 




Device H-138 -T 2 are available without the 



it Cipher Device A brief de scrip 



tion of the model is 




n on p*40; a detailed listing 



of changes na.de 




Cipher Device M-I33-T2, is 




vn on p » 4lJ 




a detailed description of 



part of Tab 19- 




sr Device H-lpo-T4 is a 



D 



The third experi 



Cipher Device M^S-T5 



model cf Cipher Device M 





— 

eventually refe 




to as Cipher Device M-1>B-T5> consists of 



a rect 




me 



1 olate completely covered in red leather 

aed o? red leather pockets stitched 




The channels are c 
on the left half of the operating surface* the right half of 




c per a 



(Tab 18} 




surface contains gold guide lines and numbers 



Cipher Device M-138-Tp vas a Eevy development, adopted 



as 




rd by the Eavy in early 1$>4 or late 19p3* 



1T_ 

JJlP 



■ 



Friedissn vaa of the opinion that the Havy -developed strip 
cioher device should be compered with the Arcy developiaen 



before att 




a decision as to 




zed by the tier 




esact form to be 



efore, at his 





tion, the Eavy 




artsent vas requested to approve the 




050 




I 



—I 



... Si 4 . b l i i i n----r- 




1 1 r-~- : l^v.v.-.-.-.-.-.-. 1 .'. 1 ? '/fivv.v..'.WJ 



■ ■ 




V. 



Gittoer Dev ice H-15S 




— 



of two sanples of their device." Ttte Kavy approved this sale 
to be made directlj to the War Department by the Ooverncient 



Printing Office, 






aim- 



fa star leg these atrip devises for- the 




Detriment. 





reouisltlon for the too sample devices specified that the 



Hair/ lettering on the outside of the flap be omitted 




War 




tCLG 




letter 




substituted * 



E, Cipher Devise K»ljS-?l J K-138-Ta , K-153-T5 



- — -^r 



Testeci bx the 5 




In March end April 192.4 Cip 




Cor "os a care 
Device B-138-T1, II 



8-T2 



and H-153-T3 vere simultaneously tested by the Signal Corps 
Board; this test became Signal Corps Board Case Ho* 19 



1 (?ab 



o) 



As 



stated to the Eig^E-l Corps 3 card in the letter 



9 



entinc the case, the intended use of the device t?as £s 



7 



9- 



\l .D • reeuis it ion Ho . 4l?46 : 




leather 



strip device 



rae r 



west for 2 copies of rsd 

sit ion is Esentioned 




in a ItsTto the Public Printer , fr on_Lt (j S ) E ; & .* L# 



Goodwin, E-^S* Havy, 15 Feb 
Device M-lj53* 




AS-8CA Pile: Cinher 




se strip devices vere manufactured for the Ha\** Dept 
by the Government Printir^ Office on G»F.0. Jacket Ho* 

the Public Printer from Lt. Ub)j ^*S*L» 



162; 



Ltr to 



Goodwin, U.S. navy, 15 Feb 54. AS-3GA File: Cipher 
Device H-138, 



Be^ort on Signal Corps Board Cass So. 195, 20 Apr 3t. 
L^r from i&j. G.L. Van Deusen, Executive CCSigO, tc 
President, Sigjial Corps Board, Ft. Monmouth, U.J., 7 
Ear 5^. Tab 20. 




1 ■ 







ice 



tf-l^S 



29 



follows : 




It is proposed to adopt this as a cryptographic 
device in tactical wilts do'rfn to and including 
ion message centers , as an auxiliary means of secret 
c ocamuni ca t i on betveen holders of Arasjr Field 




oe 



This letter also stated that the following points vers specs! 



fically presented for study 




determination by the Board; 



a 



Speed of operation of Hade Is 1, 2 and 3 as compare 
vith Cipher Device , type ins 



1 

2 



Setting up the device to a 

Crypt ogr spiling and decrypt 




coy 




b 



Speed of operation 
Eodel > ini 



1 

2 



i 

cf 



Model 




as con 




vitn 



■ 




Cryptograph 



g up the strips to a net; key 

and de crypt o graphing 




Relative susceptibility 



S3 




d. 



e 



to errors in the ca 
Is 1 and 2 ccn^ared vith I-Iodcl 3- 



Eelatlve ruggednesa and durability of Models 1, 2 
and 3 under field conditions. 

Relative ease in storage and transportation and 
resistance to damage in handling of models 1, 2, 
and p# 



■ 



— ■ 

la jsaklng the test the Signal Cc?ps Board collaborated with. 



Hftjor William?, Friedaan, Si 




Reserve, Har Department 



Cryptanalyst j and ¥ith 1st Lieutenant I^.rli Eh 

■ 

Corps, The studies outlined in the directive letter (oee 



a through e above) vere conducted by a group consisting of 



one noncosaais cloned officer and four men* 




vere assigned 



v. 



Cinher Devi 23 M-138 j^O 







ao^Mi II 



for this duty, under the supervision of 1st lieutenant I&rlc 



■ 




(^ab 20) * Tb±3 teat resulted In the following reoon- 



endationa by the Signal Corp 




The board re c emends that: 

■ 

■ 

1* The Sigml Corps Laboratories, Fort Monmouth, 
Wetr Jersey, be directed to develop, as part of Project 



No- 86 j a model similar' to that of model 2 and lncor 



porating the ideas In accordance vith those container 
In the C0IICIU310I1S of this report, 10 



2. Models 1, 2 fijad 5 together \rith all descrip 



ti?e matter an 

Corps 

mcdel referred to above* 




nd alphabets, be t^orned over to the 
Laboratories for use in rolling up the 



F* Cipher Device 



— ■ 



The fourth model of Cipher Device M-138, eventually 
referred to as Cipher Eevlce K-123-T4, is an alteration 
isnrcvement of Cipher Device H-133-T2. It consists of a 




thin aluminum board on vhich are aounted 25 a limine channels 
(2ab 19) . The channels, vhich are xaounted on the board 



rather than milled into the surface, had thin edges that 



" a ould 




vy object on then 



£his objection vas overruled by the belief that even so 
could be pried up with a knife or screv driver. rt (Cab 20) 




As reconaaendod by the Signal Corps Board, Signal Corps 



laboratories fashioned Cipher Device 21-133-T^ by adding 



10. For- COHCLTJS I03S to Signal Corps Board Caae £195 



7 




Tab £0. 



■«■ 

i I . 



Mi 



I I 



V. 



■ 

Cioher Device H-138 



the following changes to Cipher Device Ii-13o-T2 



3. 



b. 



A felt backing. 

I 

A fillar strip of 

ness as the nat 
alphabet* 
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SC-636S-P-I-3059-A-545-56 . 26 21 ov 55- 





fro&YFfiffj sgnd Friedman, to SIS, £0 JIov 55. All 
info, about intended distribution of the ISO devices is 



fron this mesa. AS-ScA File: Cipher Device K-13S. 





used for this purpose 



In addition* some were 




as 



T 



reserve in caae of mobilization* some for training purposes, 
and some for actual service as needed. 



Delivery of the 120 cipher devices vas sade bj the JSavj 

. Depot In Kay 1936, 22 and distribution 



Yard to Hew York 




was effected betveen June and October. 



Successful operation of Cipher Device M- 




for difficulties were experienced in its operation. An account 



of the difficulties is given in Chapter VI. 



I, Rotary Alphabet 





ter 



■ 



Production of Cipher Uevice K-138 created the used for 



a facile method of production of the alphabet 




iiDs since 



were to bo changed from tine 



During 



in which the 
were cut from 






devices were being produced, the strips 



-cardboard sheets at the Government 




Office* The cutting precedes 



rcqu J 



red one hundred separate 



cuts per sheets # resulting in a very espens 



process. There- 



fore, the 




diate need for dev 




a 




to 




O 



method of cutting "was apparent. In June 133o an idea had 



- 



already been conceived for a rotary cutter of cirou 





s 



- 



capable of cut 




■ 

25 of the semi -car dboard strips in one 



22, 
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from Maj. Eenry L.P. 
tin 36- AS-80A Pile: 





, To; Supply Division, 
? Device 11-138. 
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the knives, The idea vas conceived by ¥112 iaa 

■■ 
■ 

and under his direction a madsl vaa constructed 
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order to have drawings of the device available in case addi- 
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necessary 
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VI. C1PBER DEVICE H-138-A 



- 




A. Proposal for Mcaificatjon of Cipher Device H- 

m 

- 

Almost immediate difficulty ves experienced in using 
Cipher Device H-138, and in November 19.36! plans vere made 



- 



for its modification. Although vork vas started on its 

— 

■ 

successor. Cipher Eevioe H-l^S-A, Cipher Device Ji-138 vas 

not immediately abandoned* 

The difficulty e:iperienced by operators vith Cipher 
Device H*l>3 ¥as a binding action in the channels of the 



device vhieh im.de it bard to slide the alphabet strips. 'These 

■ 

channels vers formed by moun 






e vhere^s the 




£6 cylindrical rods upon the 



Channels of Cipher Device K-I3B-A 



vere 




ed into the 





The sid 



of the 11*138 -A channels 



vere 





, both to retain the paper stri 





to 




■ 

free movement* A similar ssodif i cat ion was jcade in the Coast 

- 

Guard and 3Jreaair?y Department devices mnufactured by 




Brothers of ? 




lot, Maryland* 




1 Procurement and Revision of Specifications 







Definite 



to obtain cost estii^tes on procurement 



of the modified device 




e begun on 24 iJoveiiber 1936 when 



the Office of the Chief Signal Officer requested the Si 




Corps laboratories to estimate the cost of the neu device t 
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VI. 



Ginger Device M-138-A. 




■ 



vhen pm* chased in lots of 




i as conpared vlth the cost of 



the old device* Instead of m^-V* tig their own estimate, Signal 



Corps Laboratories sent requests for cost estiESites to several 




r f — 



vho too* several months to reply* 

■ m 

- 

Incorporated which offered the lowest bid at the 





11.00 



■ 



per device, did not 3end its reply until 6 February 1937- The 

■ 

es verified the practicality of procuring ths nev de- 




vice; therefore j 




s Si 




Corns Laboratories proceeded with 



revision of the specifications. Specification Ho- 71-716, 



■ 




January 




vnich 



ered Cipher Device H-USj 



became 



Specification No. 71 -716 -B , dated 7 April 




* for Cipher 



Device M-138-A 2 {Tab E8) . As work progressed during 1537 en 



revision of the Specification to incorporate the nev-tvpe 

i 

channel, additional modifications were reeonaended to Signal 
Corps Laboratories by Signal Intelligence Section of Research 

Develounent Division, Office of the Chief Signal Officer. 

■ ■ 

The additional recommendations vere as follows: 




• 



ah 



— 



1 




The two E^inqfacturers vhich submitted bids 
Toole Co* of Dcvrxsrs Grove* 111* , 

Eye Sts, U*S #J Washington D* C* Top, 
lowest cost estimate. Using the esctrusicn 
Inc* quoted an approsiiaate coat of $11-00 
200* 





the Dic^e 

, — c . $ 3rd 
, Xnc, gsve 
process f *oph£-' 
each In lots of 





2- 



Specifications covering CD M-138-A: Specification Ko, 
71-716-3, J Apr 38s Specification Bo. 71-71o-B* 17 Apr 
Anendnsnt So. 1; Annex Issue Ho. 7 to Specification Ho 

25 Oct 
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1 



It Is desi 




that toe following modiflcai 




* ■ 




be mads In the design of the M- 

- 

a* The stop bars at the right and left off the de- 
vice to be increased in width to approsc lately 1/h inch 
that the apace between the stop bars shall he equiv- 
to the apace occupied by 53 letters s as in the 
e alphabet inclosed. 



so 




3 




b. Consider for the purpose of what fallows that 
the visible part of the device will be 53 colisms viae 
and that these columns will be eou 

Above the 1st and 53rd celiacs should, appear 

:ri "- above the 27th column should 






to 



th 



rigrLv, 

\ catrfcioa n CLSA3 , «. 

appear in red the caption T; DC HOT 
numbered column* except 1, 27 f 
gind bottom a black vertical 1 1_ 





the 




of assisting the crypt 0 



55, should have at t 
'Piles 6 carles are for 

in. align 






fchs guide rule* 




e. The T-square arrangement new proposed by jo 
at cries for the guide rule is no re complicated 
thgp necessary* It i3 desired that a slidszr r unnin g 
in a groove at the top and a similar groove at the bot- 
tom be substituted instead of the arrangement pre pea eel 
by your Labe rat cries . This slider to be s inch vide on 
the face of the device and l-£ inches vide at. the slots. 
Thus when the slider is la its extreme left (or right) 
position the space between the stop bar and the near e^v 
of the slider shall be 3/3 inch, When * 01 

shall also 

"DO EOT M ^ n 






set up in this space the s 

in ths 27th column 







Detai 
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drawings to be used as 




t of the Specif ic at ien 



mad© and revised by Signal Gcrps laboratories during 1957 



tiie fiosnsnclature. Cipher Device. 
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^s aiis 






an error 



Dcc^ent not available for chectein 




Classification 
considered the 
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of Cipher D 
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Cipher Device M-158-A , 5£ 

* HfPFIP"!!" 

■irrri pi i 

ed by the aoaaenclature Section, Office of the Chief Signal gg 

■/■WB1- " I."" 

. i i ai I ■ 

^ ■■■ ■■■n b 

Officer, at the request of Research and Development Division, 

. - - - k . Li lb.Ii' 
t ."VbV.W 

the Chief Signal Officer en 8 Juns 1957 * Hew ever, - 

- r- ■ ■ " ■ - - - - - - 

■ ■■■■■■■■ Mt ■ ■ ■ ■■ ■ 

™t vas not seriously considered because funds had not 

v allotted for the purpose, 1959 vas evident- 

4P I HUB ■ I ■ ■ 1 

■ -—---4.--. 

a iii 

ly the year for service testing and original procurement of the ||||.- 

a, All details on hav the original devices vere _ 

. 1 L.L .1 ■ "I I E l ■ 

a. —■■■■■■ii — 

mm mem u mm m 

™ M 0!1 service testing are missing; tut it is knora sss£ 

*- i - ■ 

■ i ii rmmi 

■ ■ ■ ■ ■ ■ ■ ■:■ ■ V 

that 224 were distributed to holders oil 9 September 1339 (Tab |5S£ 
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C - Froourgsgnt of Additional Ci phe r Device a- 138- A 

hr M r- - 

ion of Cipher Device M-23S-A in seas© quantity began 

■ ■ ■ m m 

■ 

. .... fa I . . . 

of 19^0^ vhen 350 devices v^re ordered frcai the ^™itE 

pap 1 ■ ■ ■ ■-- ■ — 

Metal Goeda Company*^ Garwood ? Hew Jersey, for $8*250* li^E 

i wJ «■«■■.■ ma ii 

x Bo. 1070-ITy-4l, dated 27 September 1940.) The request 

hi i ■■■ i ■ ■ i 
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Rfi-lf, from HtiD Piv., to W?£F Div., 9 Feb 37, 10 Feb 37. |p£ 
AS-SOA Pile: Cipher Device K-I3S-A. 

9 — - ( ..._... 
■Ill------ 

BB1 ■ ■ MB IflnrH 

SIS for Supply, 3 Jul 40. *his memo ii the purchase p£ 
st for 550 devices. Scale file as footnote 4. 

mmMK * ■■■■■■■■■■■■■■■■■■ 

I - . .KB J I k. 

■11 II- ■ — ■■ " 

SIS for Supply, 6 Jaja 4l„ This memo states that 
ia-15S-A's had been ordered frosa the ¥idia Metal Goode 

Co* Pile: same as above • ■ £^ 

an imju 

■ ■■■ ■■maar ■— 

■■■ra mvm ■— .. 

Reiao Col. 3. B. Akin for Executive Office, OCSigO, 2* pr?.- 
Jun 40. Request for arppoval of funds vhieh included 
the $8,250 for 550 H-l^S-A. A note in penail aaad by 
Col. A. E. Aiin states thst Oen. J. 0. i^ubargns approved 
the re^nest cn 1 Jul 40. File: sane as above. jjsssf 

■ 1 11 1 ■ ■ -ii 

HEf from SIS to Supply, 9 Jul 41; ?ile: sane as as eve. 
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VI. 



I 



Cipher Device 11-138 -A 



for approval of funds for the 550 devices stated that the 



funds vculd be used to provide Cipher Device H-13S-A rt 




■ 



issue to posts and stations not already having the ax, posts 



and stations established dur 




National 



.ard Divisions 



*9 



the present emergency, and the 



Later, the order was increased 




60 bringing the total requested to 610. On 6 January "1941 



Si 






nee Service 




■ 

sted Supply Division to 



increase the orde 




this time by 120 devices for the 



fell effing reasons 



■ 

10 



(a) The increase in the contemplated s 

over the previous estimates 

(b) 3Tne time required for the 

devices {apprcsjteately 6 souths) * 




of the 





of these 



(c) A threatened shortage of aluminum from tfhich these 

devices are made. - 



The Si 




Intelligence Service repriced in every menorandun 



that the devices vers iy? gently 
doubtedly caused by plana for 




The 




vas un- 






ion of the Army as ev- 

first Selective Service , prefacing World tf&r II, 



by 

in October 1940, Delivery on these orders vas begun about 

i 




9 



All details on bidding 
Co » was selected as the 



and on vhy th 
a]£nuf a c turer 




an 




Goods 



are aliasing. 



10 



Keao SIS for Supply , 6 
Device K-138-A 







Files Cipher 
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Cipher Bevloe M-138-A 



5* 



By request j the Eamif a c turner delivered the ns\f Cipher 
Device M-ljS-A'a as they vere completed* For this reason, it 

r 

vas only gradually discovered that almost all of the 550 de- 



vices of the original order were tieliv 



ditioE and had to be returned -to the 




in a defective coa- 




uf&cturer for 




LL 




first, it vas hotied that the devices could be i^ade nobble 
by local repair without retui-n to the Vidiri Ceapany but this 



proved impossible. The defeat vas caused by use of 




m mm m 



ie vhlcil pr educed a a icpropsrly allied third, siistaie 



12 



She 



die was 




in pro 




icn* The correspondence dees not 



actuailyr state the fcllcvla=: but I 



lies that £1 though T iidl 



i-Iets.1 Goods Company prcdured the Cipher Eg 



vice il-li-o-A. 




AluninuA Co: 




of 




rica, furnishe 



***** 



e cfiiaa^'SG 




7 ■■""* 

e™ a 



ell as the alujiin 



Othe 



rsinor 




jt & 4 



in the for is of burr's 



11 



12 



Ltr Cept. Charles D. Cushnsan, Connecting Officer to 
IJidin fitetai Goods Go*, Garwood* K.J, 3 15 Sep Com 
pare vith Itr to The Chief Signal Officer froaKaj* 
Robert Walsh* 4 Oct 41* File: same as footnote 10, 

llano Wesley Eerinansoiij Jr.. H . Eng. - no date* Lstter* 



head H*Y.S.G H ProcurasiezLt District-, Brooklyn-- S-T. for 

e. "5he part of Cipher Device K-l>3-A 3 




v 






s by the extrusion process, 
the let covering the 550 cipher di?i 



Mr . 

vas defective 
di$ used to 

on Order lOTG-ITy*^! uas fissaged during production. The 
attention of the Aluisinum Co* of America , in xrhose 
possession the die recainsj has been called to this 
defect* The Aluminum Co, vill repair the die and the 
increase of 60 cipher devices en Crier 1070-Ey-4l will 
be free from this defect 71 Files sane as above* 
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SIS, 




sW Action 5 to S£L # 7 Sep '5-1. File* sane as 
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the various channels vere also discovered. Even snail 
iurrs hindered the movement of the alphabet strips but they 

be readily penovsd by using an ordinary pocket knife. ^ 
In the fall of 1941 an additional order x * for 513 Cipher 

■ 

Device K-lp3 -A r 3 was placed. This order was narked duo 4 
11 1942 but has not been confirmed as conraleted. 

EE OCHRZI^EHT OP CIrEER DEVICE 

/ 

Shipment completed: 

On hand, 9 Sep 39. . 224 

Bec'd on Order 1G70-Iftr-41 

D? 41 -155 (27 Sep 40) . 

1.2T-42 Increase in Order 1070-3? 

D? 41-S04 60 

3-3-42 Eec'd on Order 3333-T3y-4l 

DP 41-1139 (Date cn pur - 
chase request for this order: 
1 Jan 41 , .......... . .ISO 

Btie : 

=T-42 (not con- Order 6011 -3y -41 

DPs 41-5238 and 41-32C2* 518 

completed) - 

Eotal procured 1*^72 

D. Ce nee lied Order for h^pTl Cipher Device B-158-A 
Eaas production of Cipher Device K-133-A vas about to 
begin in early 1942 vith an order of 4,873 at $16.00 each 

14. Order Ho, 6011 -Sy -41, DPs 41-3283 and 41-3202 (Hot con- 
as completed), ^ 

1~. Order for 4,673 Cipher Device K-13S-A 's, DP 42-H-817, 

Funds Resu-tc 3SA-P-5-30, TZ 42-43, $77,963.00, 30 liar 42, 
(CAIJCE11ED) . AG-SOA Pile : Cipher Device 11-138^. . 
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CHAPTER VII, OVERCOKIEG THS ALUMIHUH SHORTAGE 



■ 



A, Cipher Device CSP 8^ ( Plastic ) 



The Eavy devices, used to substitute for the mob tain- 

■ 

able aliaainun Cipher Device M-lp8-A, vere 3mown as CS? 845 



(Plastic) (Tabs 29, JO). On 22 October 19*2 a purchase 
request 1 for 5,000 Cipher Device CS? 8^5 T s (Plastic) vaa sent 



by Signal Security Branch to Pur chasing Branch of Procurement 
Division, The actual purchase order ^ fcr the 3 #000 devices, 
ated 9 December 1942, designated the total cost as $45,000. 

Substitution of Cipher Device CS? 845 fcr Cipher Device 

■ 

M-138-A. did not result 3 hovsver, in the first purchase of the 



Ke.vy devices by the Army* , The first purchase request^ e 




on 22 January 1942 (fFom SIS to Procurement Division) raa for 
1*200 devices to be procured from the Bureau of Ships j S, 

■ 

- 

j at a cost of $3*50 e&ch» These devices vere to be used 

_ 

for the dual purpose of joint coisnunication with the lavy 




1. SS3 KSAJ Action 1 Efij. Earle F. Coolr to Fureh, Br., 

Proa. Civ,, OCSigO, Thru: Sefced. Er., £2 Oct kZ. 




AS-SCA Files CSP 

2. Purchase Order for 5,000 CSP 845s; cost $45,000, Order 



No. 4s?6-0CSi30-43; Pr o cur eaent Authority: SC-3247-F- 



12O-09-A-c6C5-23; 9 Dec 42. File: Same as above. 



5. Purchase Request, to Procurement from. Lt, Col, R. V. 

Minclcler, SIS, 22 Jan 42, Purchase Order Ho. 132-OOSigO 
42, Procurement Authority of estimated $10,200; SC SOI T 



5-30-A '0505-12, 9 Feb 42. File: Same as abovs 
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and to 




the Etipply of Cipher Device M-lj53-A, 
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B* IJnsatiBfaqtory Service of Plastis CSF 
In 19^2 and 194p the placement of Ansy troops all ever 



the world bra 






distribut 



Cipher Device GSE 8^5* Ho 



the plastic strip beards 



did not prove 



where the 




tory, particularly 1b 




j moist v 




prodn 




of the board, 

> 845 (plastic) 



CGmplfilntB concerning the imvorlcability of CSF 8^5 

+ 

be can to appear in April and *lay 1£43 and continued Into 

Although steps vere taken at once for repl 




4. 






of Gooplaints concerning CSF 3^5 





tic) : 



a . C capla int 

Force, Office 
Vood, Cornea ndi 
and Base Cor=i£ 



froa Hq. Area Service Ccmsand, Air Task 
of the CoBssanding Officer, Send. Cel. E.l 



ng; To the CSO thru Eq. t Trinidad Sector 
nd. Port of Spain, Trinidad, B. W. I., Hay 




1. Uunercus reports fros Air Ease Zeadqu&rte: 
under this coasand have been received to the effect 
that the plastic type code board C3? 845 has proven 
very unsatisfactory for cryptographic work. 

2. Strips used in the board are very quickly worn 
and torn so that they are unserviceable. The cellu- 
loid strips last a little longer than the paper ones, 
but they too are scon darned to the extent that 

and decoding is difficult. Boards have 

vithout the ball bear inc. Re- 

, the code strips tacoae 



ene o 

been tried with 
suits are the sacej 






■ 



unusaoie in a vevj short time. 
3. It is recomended that subject boards be ^ replac- 
ed vith standard type boards and that no additional 
. boards of the nev type be pro cur 




b. Trip Report Sgnd 




Chief, "G" Brandy 
South Pacific Area j 





Lt. Cole 
j Subject 
cations- -3 
Hawaiian Dept 



le F. 





_ _. , Ees 

Observations or 
huest Fac 



to 




Area, 
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the unserviceable plastic devices, distribution of the re- |||f; 

r - - - - 

IUU H IB I III 
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placement a was necessarily gradual* S^-- 

I k ■ AmS d J E I 

To make the EjecesBary replacements, occasioned by the 

■ - ■ ■ ■ ■ ma ma ma am 

im satisfactory service or plastic C5F BkS* and at the same Eps* 

■TIM 

overcome the problem of al^lmim shortage, considerable 
r edi 9 t r i butlon of strip boards became necessary. The fol- mg^ 

■ ™ ■ 

RV.V'lTeT:- 

lowing plan vas effected: All metal boards (both M-133-A |pf 

k ■" b"i " " • r m ■ ■ 

8^5) v ere recalled from holders in the continental 

™ ~ « ~ » ■ « 

tes (19 July 19^3) and sent overseas to holders -j*™- 

■ —i a ■ i, r ■« ■ - 
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the most serious trouble with plastic devices. 
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In tropical clinates, the vorth. of the plastic devices vas pgr 

UK Iff-!? 1 
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~mm°m 1" ii"!! ™ ^fmm 

. . . Considerable use is made of strip systems, 

in the Scuthvest Pacific Area, She ssk=? 
chief difficulty arises vith the plastic CSP 8^5- 
At no place in the Pacific Area i» the operation ™; 
of this device satisfactory. Attempts have been . ss^. 

to imorcve the operation by oiling the device s^g; 

strips". Humidity is aucb, hovever, fpr 
that the friction between the strips and the plastic sa^£ 
device does not permit satisfactory operation* A j||f 
satisfactory substitute must be found for this ss£ 
plastic device ... ' 

J . . ill iJj 

Proa the C oiznunica t ion Security Officer, 6th Service Egg 
nd, Chicago, Illinois. . pi 

1. It is requested that tvo (S) additional cipher ^ 
devices, other than plastic CSP 845, he sent to the 
Signal Officer, Camp E1113, Illinois. £^ 

2. At present he has one (l) plastic CS? 6^5 - ■ • gjSn 
Although the ball bearings have been removed, it ^ 

1 causes great difficulty in the operation of 
the strips. . • 5^7 
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Ifolc. The metal boards returned by holders in. the con- 



tinental United Sta 



vere replaced by a nevly-de signed ^cocen 



board tfith the ArEcy title: Cipher Device H-138-A (Wood)., Short 



title: SltTJOtfO. It vas alvajs celled - even in official 




nents - by its short title to provide easy distinction from 



its metal coTmterpart 



c . BiG&rcvro 



The wooden SIGVfQtfQ, izs.de of Eond 






a 




develoTamefit 



instigated by th€ 



Its inception, about January 






e of al 




imm 



The original inten- 



to replace bo 



th th 





Cipher 



ticn was 

Device CSP 345 in the continental TJnited States £nd to re- 



lease the replaced devices for field use- Since the plastic 
devices ¥ere unserviceable, the SIGtfOtfOs replaced only metal 



devices in the continental United States $ and reloa 



the t e 



metal beards for replacement of plastic devices in tropical 



arca,s overseas 



Fifty devices were pur 



sed for €3Eeriaienta.l purposes 





42 and Tfere tes 




at the Arlington 



just prior to Hev 
Hall Message Center vhere they gave satisfactory service* 



Therefore, on 




TTov ember 1942, approval of the purchase of 
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2, 




wooden devices for $14,000 vas req^Qsted by Code Con 
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pilation Section* The devices vera constructed by H. V. Eeslop 



& Bros- (Lumber Coras 




located at 724 (J 5ttj S. H,, VTashingtori^ 



D. C.) from specification dra^ings^ conceived vithin the Signal 




Branch 



¥hen placed in service, as described above, 



SIGWCWQ also proved imsa 






the 




eld because cf fric 



tion of the paper strips on the ¥oocl and uarping of the board* 



D. C inner Device CSP 




f Metal ) 



Fortunately, in September 1943, aluminum ag 
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available so that it vas possible to or&e 
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8,000 metal CSP 84 



devices from the Siavy Department. 1 The contrast vas for 8,000 
devices at $80,000, delivery to begin not later than 15 leoeniiber 
1945, et the rate of 1, 





r month. 




ivery en these 
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Col, Earle P. Cook, Chief ,^Codo 
F* W + Bullock, QIC, SIS: 23 Kov 
A5-SQA File; Cipher Device CS? 



Ccm 



Laticn Section, 



t-2; Sub: 



Cipher 



6. 




SC- 




; Order 



1575-S0-45; 23 Fsd 43, K. V. 
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Contract V- 
Eeslop & Bros. 

Memo lit. Col. Senneth Kuhn for Chief, Security Division, 6 
Dec 44, Sub: Disposition of CSP 845 (Plastic) 8 SIX GOTO. 
M-138 and H-ljS-A. A3-30A Files Cipher Device CSP 

& Amend* A, Tc : Philadelphia 






Purchase Bequest Ha. 
Prccnarement District, for 8,000 CSP 
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(AlUSl 
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Pro- 



curement Authority given en purchase requests P 130-09 

A notetion on this purchase request 





ESA 4a -44, 13 Sep 

8 the inf oricaticn that this equipment vas to be pro- 
cured by Interdepartmental Procurement through the Eayy 

m In accordance, procurement vas affected thrcugh 
Interdepartmental Order Ho. Phila-682-A-44 from rhiladelph 
Procurement District to D". S. E&vy - Bureau of Ships, 1 
Oct 43. Procurement Authority given on Order Phiia-Sw2- 
A-44 is 3-5765 P 120-09 A 212/40605. 
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devices "Wes completed 13 Oc 
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Sbis order made it possible not only to replace all 
SIGtrotros and all plastic CS? 845 »s but, for the sake of uni- 




te recall Cipher Device H-133-A, which vere entirely 



serviceable. 



The Signal Security Agency declared the fo Uoving devices 
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The redistribution vcrked out as follovs; 
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(t ) All metal beards vers recalled from holders In 

continental United States (19 July 1945)* 

- 

(2) Metal boar da of (1) above were distributed to 
w - - '-all of 19^3 to early 1945. ) 







(3) 



(4 



. _ . 

(Holders in tropical areas bad to be serviced vita 

E-stal boards before other holders because hot, 
moist ellE&tes caused the most serious difficulty 
vith plastic.) 

■ 

Plastic boards vere recalled frcn overseas as rapid- 
ly as the released metal boards of (1) 
replacement possible. (From simmer 1943 to early 

1945.) 

1 » 

Holders in continental United States vere given 







v 00 den boar as, 
uhich they released for 

&. (Shipped July 1943.) 



to replace the nstal beards 

of overseas 
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recall of j and declaration as obsolete ^ of all 
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vas issued as a COKFIEETiTIAL, registered device vith the short 

r ■ 

title. SIC-DOT. Hovever, Cipher Device M-138-A vas issued 
without being either registered or classified. Consequently, 

' 1 -1 

on 3 March 19^1, the classification of Cipher Device K-133 

. The reason for cancellation of the classifies* 





t ion "vas given In the request to The Adjutant General a 3 



follovs: "Authority is re que 
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classification of the Cipher Device H-l>8 since the Cipher 




to cancel the confidential 



Device H-1J8-A, a oiailar device , is unclassified. 
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of status caused no difficulty. 
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cancellation of the classification of CSP 845 
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of then as aimed that it applied to. all Cipher Devisa CS? 8^5 «s 



j 
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cellation of Classification of il-138. 1st Ind. to CSO 
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1* It is requested that authority be obtained 
i the Cozanandlng GeneraXj Army Service Forces to , 
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Di s t r i but 1 on of Strio Systems 
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2. 




Ho 



549, SFSIC-2, Tos All Holders of Cryptcnet 12 
and 13- 5gnd For the CSO by Kaj* Gsn, Frank 2* S toner, 
Chief, Army Comrani cat ions Service and Lt. Col. E. Eiihn, 

12 Feb ^5* Sub; Dis continence of Destruction of 
Stand-by Alphabet Strip Sya terns in Crypt one t 12 and 13. 
- 1. In accordance ¥ith the Chief Sigr^l Officer's 
program of eliminating cryptographic sy sterns vhich 
are rarely used and f or which a necessity no longer 
enists, the stand-by alphabet strip systems in 
crypt one ts 12 and 13 are being discontinued, She 
distribution scheme of these tiro eryp tenets nov 
precludes the necessity for individual stand-by 
systems* 



2. Under the 




cnei; 




all hoi 
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net 12 hold Cryp tenet 13 j and all holder's of Crypto 
net 13 also hold Cryptonets 14 and 15* If for any 
reeson, ancrinal system in Cryptonet 12 becomes 
inoperative j the normal system in Crypt one t 13 can 
be used. Similarly, if the normal system in Crypto 
net 13 is inoperative 9 the norzsl systsrss in Crypto 
a l^r and 15 can bs used. 
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above prevailed until 1 July 
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It can be demonstrated that a oontinving potential 

of insectirity of codes and ciphers is the fact 
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same fcsesic system {e#g., strip cipher, ECH-SIQfiEAJ j 
there are differences in service rnle as to the methods 
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cases service requirements nsay 
out such inequalities of security, 
where differences do exist, it has been found necessary 
adopt the procedure of one or the other of the ser- 
vices for Joint systems 3 each service continuing to 
eaploy its own procedures for intra -service nsc. fruch a 
situation is detrimental to security in that crypto- 
graphic personnel must learn two sets of rules ana „ 

tently employ (and have done so) 
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Joint Policy and PrcG©d*ares Gove^^iis t v a U -= 
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use 




1. The Joint Cc^iiziicatlor; 
Iff s^ence in end H^Try 

or strip cipher sysfcassj E^d 
it^ of Atwy* Havj, and Joint 



e Joint CoizrjLiii cations 
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Board !>7.3 adopted the 
g-rangs pDlicy cence^ning th-s use of strip 
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wherever and vhenever possible strip ciph^ 
systems should be removed frcn regular use, 

b. Strip cipher systems should * in every case 
possible , be relegated to the position of back-up, 
or emergency, sy stems . 



c. The Amy and the ITavy shculi tQ 
steps to develop a 
strip cipher syster 



cryptographic device 
z as regular s^tsns 
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Instances where cipher Headlines already develep&d 
cannot be used* , - 
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3» The Joint Cosmunicatlozis Board has adopted the 
follovtng procedures concerning the tie e of strip cipher 
systems in cases vhere such systems must still be used* 
These .procedures should become effective as aoon as pro 
duct ion methods can be chapged and necessary am^ndnents 



to existing instructional do Clients can pe promu 
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a, Each strip cipher ays teia should consist of 
necessary keying data and a set of 60 strips ; 




strips to be one color and employed in the encipher- 
ment of secret messages; >0 to be another color* 
The Havy should use the latter Est of strips for 
confidential and restricted tzaffic, the Arniy for 
confidential messages only (the Arny will continue 
to use its vorld-vide strip cipher system for 
restricted traffic M this eystssi to consist of a 
set of 30 strips), 

- 

b» All elijai nation of strips should be n strip" 
elimination, therein the numbers of the elimination 
table vill designate the numbers of the strips to 
be eliminated and not the channels from which the 



atrins are to be eliminated. 



c„ ffhe permitted length of a crypt o graphic 
part should be 1£5 groups. 



It 1 3 desired that the above policy be adopted 




-Army use and appropriate instructions issued 
g to the use of strip cipher systems. 
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Only the security studies vhich affected major changes 



ia use of alphabet atrip systems are mentioned in the text of 
this history; hovever, the Strip Cipher Cryp tana lytic Uni^ has 
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compiled a detailed report of all its security studies 
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detailed list of these studies is given in Tab kl 
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' rity studies listed in Tab hi 




In two volumes, entitled 
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ion, Army Security Agency* 
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cryptanalyeis appears to have been successful only 
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in July 1929) contemplated a change from 25 disks to 25 slid- 
lag strips; these strips 3 instead of being flat, vere to be 
square prisms of brass, voad, bakelite or some sisilar material 
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subsidiary Indicator developed from the same key uord or by 

some othe^ suitable method. More details concerning this pro- 
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posal are given In the Security Reports on Strips, Vol. I, 
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Lieutenant J. U. Venger of the Navy, in Mr. Prank B. Hewlett's 



— ■ 

presence j about his idea for modification* Mr, Friedman's 



report of his disclosure to Lieutenant Wenger and the comments 



vhich followed are quoted: 
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JA&rch 9* 




KEI-iQRA UDD1I OH CIPHER DEVICE TYPE M-I38 






s morning I disclosed to Lieutenant Wenger, 
Signal Section, Kavy Department, ny idea for a modification 
of the Strip Cipher Device as follows: 




the device to consist of serially numbered sec- 
tions of five channels each. To set up the numerical key for 



the day arrange the sections in aerial order fro© I to 5 and 
ert the individual alphabets in the successive channels in 




accordance with the daily numerical ksy. Each message vould 
begin vith an indicator which vould indicate arbitrarily the 
order in vfcich the section were to be assembled* This Would 
afford 120 different sectional arrangements. 



We cemented upon this scheme with Er. Hewlett being pres 
ent # During the course of the discussion the question came 



up as to weakness introduced by the fact that the sections 
were always of the same number of alphabets, in this case, 
five* During the course cf the discussion I brought up the 
matter of the !Ereasury Department Device vith its 30 alphabets 
and noted that one of the objections to it was that vhlle we 



had found it extremely difficult to match lines containing 25 
letters by means of statistics baaed upon coincidences, it 




might be that vith 30 letters, which gives 2Gp core tejjt, 
matching of lines to determine which were in the same genera 

Blight be much easier* I then vent on to say that vith 




an arrangement such as I proposed that if the sections vers 




this objection to a 30~elphabet device would 
be eliminated and from that point on I suggested that one 



ight have six sections of vhich only five vould be selected 
according to the indicator. Continuing I said that I had 
given s one thought to a device in vhich one could easily vary 
the number of alphabets in each section, but that I had not 
arrived at a practicable solution mechanically- 
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sections themselves of unequal widths. Then I said, for ex- ||p 
ample, supposing that Section 1 had 3 alphabet s, See t ion 2, sj;; 
8 alphabets, Section 3, * alphabets, Section 4, 1 alphabet and ^ 
Section 5, 9 alphabets, totaling 25 alphabets, the message ^ ?ss55? 
indicator -would indicate the arrangement of these sections for 

message so that each message would have 25 alphabets but re- 
arranged in different sections- I then said something about 
the packing of the sections in transporting of the different 
widths of the sections. Mr* Hewlett pointed out that if one g?p 
had siz sections varying in widths from 4 to 9 alphabets, 
this would afford a total of 39 alphabets available of which gas* 
an individual message would use 30 to 35 alphabets de penning 
upon the Indicator. At the same time this would combine the :s 

advantages of the 30 alphabet arrangement which affords 720 pp 
different arrangements of six sections. ^i;; 
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Lieutenant ¥enger said that he would give the proposal _ 
some thought and would talk it over with his associates. He s^f 
stated that it seemed to him to have good possibilities. S- 

up" — ■ 
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/s/ William P. Friedman §11 

, 

t was present at the above-mentioned conversation and, to a* 
knowledge, the statements nade in this memorandum are correct. 
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In 19^3 a proposal was made to modify tLhe printing of 
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the alphabet strips in order to decrease the length of cipher 
text by enciphering figures without spelling them out* The g 
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originator of this proposal is not known. The appearance and gg 

"■-".""-if— ^TL L " . 

operation of the proposed modification was to be as follows: g| 
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A, Appearance • 

1 is-— 

B ■ * ■ B BBBBBBVB 1 * 

1 - Each strip to be printed with the same space 

allowed for letters as on the usual alphabet ggg 
strip, but with the letters printed in black 
occupying only the upper half of the strip. 

■ bb ■ bbi em m m 

2 - The lower half of each strip to contain the *■ S 

following items printed in red or another 
contrasting colpr, in vertical alignment with jp^ 
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the letters and In random orders 



a - digits o through 9 

b - decimal po In t I-) 

c - dash {— 

d - slant (/ 
e - first and second 

f - coram* {#) 
g - sj-zibol to re pre 

shift" 
li - symbol to represent 




<{);()). 



sent the 'figures -letters 



n 
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Operation* The strips are operated as in the vsu&l 
manner vith the following exceptions i 

■ 

1 - The" "figures -letters shift/ enciphered In the 

inner, is Inserted when a shift fron, 
ers to figures or from figures to letters 

la 










Bach group of figures with accompanying punct 
sition la repeated vlth the "repeat syr u ^ 
Inserted betveen repetitions, Example: 
10, 1943, prepared for enciphering j vould 
read as follows: 

ss figure a 

MI letters 10 repeat 10, 19^5 letters 

shift 

3 - Punctuation cartes are used only vlth figures 

and are not used in punctuation ef sentences. 

IT 

m 

Shis proposed raodification vas tested by the Analysis Section 
llethoda Branch. Security Division, for practicality. The 
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conclusions vere that the disadvantages of the proposed revi- 



sion so far outvel 






advantages of shorter mes- 



sages that it was considered impractical for 
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In early 19^ Mr 




sponsored a proposal for 



revision of Cipher Device 11-128 -A. This revision vas to con 
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slat of a grille vklck could be laid over tbe channels of 



■ 

SIGHCtfOj tlius providing a method of t* 




every 




letter from a differ eat 






ea of grilles 



were constructed, and various methods for using them devised. 



Details on the grille modification are filed In AS- 




File : 



i 



Attachment for 




er Device M-138-A. 
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CHAPTER 3d. ISSUE OF STRI? SYSTEMS TO HOLDERS 

OUTSIDE THE TOUTED STATES ABi€£ 
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The Army Security Agency has never had authority to Issue 



■ 



erypt ©systems outside the TJ. Aimy* This res 
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rests with the Director of Intelligence. However, the Army 



> 



a 



Security Agency has had some share in this function* ITsually 



- 



the need or request for Issuing crypt ©material came first to 

■ 

- 

the attention of the Army Security Agency either through the 

- 

Corps, the Chief Signal Officer, or from ASA per 3 ousel 




in the field- The Agency would then, in each specific case, 



- 




sent pertinent background inaterle.1 and other information to 



the Director of Intelligence and recommend vhst action should 



be taken. Then, If authorisation vas approved, the Agency 



prepared and distributed the proper 




{Tab 42 }* 




A. IJ. 3* G overum ant Bon-Military 
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■ 

Many U* 3# Goverasaent aon-inilitary organizations found 1 



necessary during World Var II to make use of crypt ograpaio ays- 

- 

terns in order to safeguard classified Information. When regular 



commercial 






irere used* the cryptosyst 




were provided either by the Army Security Agency^ or by ths 




1. In each case Issuance was authorized by the D/I,» See ltr 

11 Eov 42 from TAG to CSIgO {Pile AG 400 (11-6-42) 03-3-B) 

in which the statement is made that issue of crypt enaterial 




to any agency of the Federal Government, Including 
Var Department, will be cleared through the Special Branch, 



Military Intelligence Service . (See Dist & Acot for 
Crypt omat ©rial, Central Files, A3-80.)- 
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of Eaval Communications. The particular type of crypto- 
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system made available to U. 5* Government non-military org 
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tioas depended upon (1) the communication facilities to be u&edj 

2} the amount of traffic Involved. 
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classification of the 
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information transmitted, (4) number of Elders involved, anct 

m _ 

(5 J the availability of the crypt ornate rial* Strip systems were 
issued whenever possible because (l) they were easy to use* 
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(2) they required little storage apace, (j) tney required no 

ce by military personnel, (4) the security they pro- 
vided was adeqmte, and (5) the material required was 
available + 
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Among the U. 3. Government non-military organizations 
Tab 43) supplied with strip systems by the Army 
vere the 





1. 

2. 




3. 
4. 

3: 



Aeronautics Administration, 
Deportment of the Interior, Blvisien of 
Territorial and I a land Possessions* 
Federal Cozmrctni cations Commission* 





_ juidation Coffiailssloiu 
She Manhattan; Projects 2 

of Scientific Besearch and 






9* 

10* 



Office of Strategic 

Office of ¥ar Information* 
Panama Canal Office* 
Rubber DeTelojHuent Corporation 
State Department* 
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At the end of the var many of these S. Cower jcment noa- 
illitary agencies were dissolved because there was no further 
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si 11-- 



During the var the Kanhattan Project vas a military 
sat ion * aftervarda it became a civilian organisation 
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from ttoe to time still required cirr^QB&tOYi&X and strip ays 
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terns, anuaug other Items, were issued to these 
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When systems vere Issued for the us© of the aimed forces 
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of other gofrormaents, strip systems were* as a rule* the type 





requests but one 



4 




foreign governments In 



Vorld War H for erypt o sys t ems came from our mm Army personnel 




tain secure c 




who had to 



ts of a foreign country In a specif to c 



cations with personnel or 





at ion situa- 
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tion. ( 
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In World Var II 



Issuance of Army strip 
countries listed below. 





author i£ at ion was obtained far 



wna to Army units of the 




Brazil 



"Instructions 




Using Strip 




Devices 




vaa translated sad alphabet stripe vere prepared and 




to the Brazilian Expeditionary Forces. 
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For 



other crypt osyst 
Volume YI, Co 





supplied to Foreign 

4 and 




Governments 
Liaison- 
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This Information is contained in a report entitled ''Ehe 
TS, 3. Cryptographic Contribution of Other Count r Is s/ 
Folders "Crypt ogyephic Systems Held fcy Foreign Govern- 
ments, n In file b of AS-8CUU So further documentation can 
be found at present, end fefriw reference cannot he confirm 
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On I V January 19*4 the Direct or of Intelligence 
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the Chief Si gnal 




his approval for the issuance 



of 11 Instruct Ions 
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-the Canadian holders of strip systems 
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issuance 



"Instruct tons fOT TJallig the 
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" (SIGTHH-4) 7 vaa made by 752d Air 




Unit (l22d AACS Lor an 




Chit) to Royal Canadian Air 



Fores units at Edmonton, Alberta* Port fielsoa and 
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i ^ 

British Columbia; Gimli, Manitoba $ and 






These 




unit 3 j al 





certain 





¥ere 
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In a joint project 




ng tke 




is s ion of class 






Costa Rioa: On 24 April 19^ the Halted States Military 



Kiss ion to Costa Rica, vhile wattin g 




lire red ommendat Ions. 



• • - 






at Ion of iao Costa Mean Auay 




modern 



lines * asked 6-2 fo» 




3 ion to ppenride 





crypto systems for use in the reorg 




ed Costa Riean 
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It vaa believed undesirable at 




time to furnish lnf onzat ion 
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d by Foreign Govern 
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For method of use prescribed in SIGUHH-4 3 see lab 39- 
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See Tab 45. A discussion of policy as to 
Italy eoiald be issued strip systems ^rfaile 
oould not may be found in Volicbe YI^ C 
and Liaison. 




vhy Prance and 
Costa Rica 

Coordination, 
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c one erning current U* 3; Array systems to Costa 
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since Cipher Device vafl obsolete 



^r t^L infer mat ion con* 
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c erning tbe device 




been, die s eminat ed for years in FM 




-5, 
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Signal CcraiiJunications, it vas 




no threat to security 
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vould arise as a result of providing the Costa Riean Govern 

lixst motional material on the M- 



ment vith information 



A copy of FEI 2^-5, 
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C oEaanication, vas forwarded to the 



Chief of the U. S, Military Mission to Costa Rica. 

On 28 An gust 1943 a raessage arr 
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anaounclns the possibility of an 
Corps, consisting of two infantry divisions, to the 



fro© AFRO, 



ent of a French 





Azciy Command la AFEQ and 




g that proper approval 



be o 






phic mterial be prepared and for- 




for arrival at AFEQ before October 5. On .3 




1943 the 




Security Age 




sent 




the Director of Intelligence requ 




explanatory letter to 



authorization to 




strip and Converter B-209 systems to the 
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tion vas 




on 4* September 19^3, and in accordance vith it 



tvo editions of strip 
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) were 
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Septe*nber 19^3* A French translation of the 




Instruc- 
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a said they thought that 1,330 copies of the alpha- 
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upwards to 2,533 
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Eo mention Is made in 




11. I.O,M- 258 $ 2p Apr 45* Information and Records Section, 

Security Division. 

.i ^^^^^ 
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12. I. O.K. 360, 18 Dec 45, Information and Records Section, 



13. 



Security Division. 

See chapter Till, p. 70. 
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XI. Issue of Stri 




the estimate of the number of strip boards, that vould be 

14 




The Minutes of the Combined Commmle&tions 





,ted 15 Hovesaber 







reported that only 




of the 1,600 cipher devices requested had teen 





to the Unltod Kingdom. However, one of the menfoers of the CCB 
de Glared he had checked the distribution account records and 
that 860 of the device© had beea delivered to the tliiited King - 

m 

over a long period of time, This disparity of figures is 




ade dor© confusing by the fact that the CCB &inutes of some 



four months earlier (17 May 1544) state "a total Of 1,150 
/"devices 7 had been seat to the United Kindgon up to that 



time." Later, on 10 January 1945, the minutes show that an 



additional 2,165 CSF 8*1-5 (Plastic) devices vera sent to the 
Adsiiralty. 15 



1*. Itr 25 May 43, British Joint Staff Mission to OCSigC, 

and Einntes of CCB. £8 Jul 43. Folder CCB? 0124, 0125, 



0126, A3- 5 2 files. The br ee!:dovn of the distribution 
of strips asked for by the British on 28 Jul 43 vas as 

follows : 

Royal Havy 1* 
Ancy 950 
Royal Air Force 
Dept Hatl Def - Canada 20 





Reg Fab Sect - Aust 50 

RAAF Representative 50 

Aust Mil Mission 50 

Aust Legation 3 

British CCB 10 




15, See Chapter 711, p, 65- 
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Into Italian vhile ava 







of ths material* Approval vas 




approval for 
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the 





issued to Italian Army Units* 
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given to th* Buasians In 15*5 • 



2? 



Th& basic document 



"Instruct ions for IFsing the Strip Cipher Devices" ^SIGUIER} 



aft ci* certain deletions, naaielyj 




ectiott on, channel elij 








was translated into Russian. 



The instructional 



dccuznent at that timer 



25 



nsG^agss "but the more secure method of varying 



required channsl elimination f or SECES2 



number cf 
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eliminated channels had net teen adopted. For C Q!3HTDE:i TIA 
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Split genarat 




U£S use 



d. 
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Althoi^gh. authorisation from 0-2 for issuance of Stpip 



2p* Record cards in for System 

"DBI Eos 101 thru 10S 
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BBI-5 Ho s 101 thru 104* 
Transferred to Russians try 
from accountability on 26 Jan W. 



204 shotr the follow ing 
and 107 






24, A memo 





* Friedman on this subject ccntains the 
fcHoving remarks: 

recollection is rary clear that we had at least 

Trho vas 






one meeting here with a Russian Arsay 
to arrange for communications relative to General 

ta mission — their jouraey ftpoa U, S« to Koscotr 
via Far East. I sat in that m&etlngj early is 1942 
fee Trere still in the temitionn Buildingj I thlnli) 
vith Earle Cook and ire shoved the Russian a device, 
also ho\r to use it, etc* The instructions vere to 
be translated into Russian, 1 * 




. Temcn E, Cooley, (then 1st Lt # S* G* r QIC of the Cede 
Compilation Unit in 1942} says he also re^esbers the 3IGUHS 
translation, Th3 section on channel elimination hed be 







included by accident and only at the last moment ¥cs & 

fact noticed- It vas then necessary to vork overtime tyii- 

stancils and deleting all reference to cha 
elimination. 
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letter to be brought to the desired position. - T hen the J_«J£ 
bination of letters is forced, the discs can be 
eoobination. 
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.-11 parts, except rhere otherwise specified, shall b 
of an aluninun alloy of the best quality for the purpose, ^he 
shin sh?.ll be of the highest grade throughout. 
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The follo-.lng drawing forms a part of this specification 
Details ihorn on the drawing and not referred to in the *J»«^ 1 ^ 
rsii vice versa, should be considered as in both. JwimJ towinj. 
indicr.ted by a. suffix nunber. 2ach succeeding revision is inaic-.^ 
a hicher order of nuiiber. ... 
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Cipher Device, Type 
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All parts shill be of dicensioni aim on drawing, «^ ioQ 
The discs thall be die castings of best tf"^* S^iSTrit 
roc^h edces r.nd defects. One side of the disc sn all b e pr elided M 
f.lty!sS (26) gear teeth equally spaced and the ^/^iffS* 
the gear of adjoining discs shall be located opposite a point rndr 
between the letter L and the letter above 
shall be accurately cachined and threat 
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The periphery of each disc shall be stanped ^•WJT letter 
of the alphabet, equally spaced the height and jtylt^ «J^ 9 ££mt 
is sho-r. on dra-.ini, section 3(o). The discs shall be « e ^J 1 *^ "^T ir . e . 
fron one (l) to t~enty-five (25) inclusive and ^jJS^^^Ion 
W frca *y to '•Z", the narking to be located as shown on d.a-ing, 
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, ' The . lettering on the periphery of the discs shall he arranged 
in accordance vith the following tahle. The letters in the first colucn 
on the left shall he ' shown oil disc narked 1 - B and eachdisk of a higher 
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The dime ns i ona shoftm on draTring f section 3 (a), "shall be follorcd 



• ♦ 



usual variation allowable in shfip practice being penaitted 
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only sufficient rotary Weiasnt to pereit a fixed point on the cirounference 
of an end disk to pass over an afo not core than seven-thirty-seconds (7-32) 
an inch long vhen the diso at the opposite end of the cipher device is 
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The disc, detail #2 # draTring, section 3(a) shall he stamped 
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All material, unless otherwise specified, shall be inspected ; ^^lh 
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before shipment is made, end the contractor shall notify the inspecting 
officer name 
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The cipher device shall be izrapped in tissue paper and placed 
in paper boxes containing six units, then packed in the usual concercial 
tanner to xrithstand shipment to any part of the United States* If extra 
or special packing is required for any unusual or foreign shipment, the - 
contractor Trill be made the proper allowance to cover this Trork* The 
contractor ^rill be held responsible for any danage in transit or handling 
resulting froo faulty packing* 
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The boxes shall be properly stenciled, shoring the Signal Corps 
order number, and the name and number of articles therein, in addition to 
the destination and other shipping instructions. 
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Unless otherwise specified, government bill of lading Trill be 



* . • • • • 



furnished covering the shipment* 
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DSLlIVATIOii OF A S3 s U:iHCi> 



To derive a nunerical sequence iron a key t;ortl or key phrase, proceed as 
follossj '.-'ri^e a series of numbers (in this case , 1-25 because there are 25 
alphabet disks) and v/ritc the letters of the key rord or key phrase beneath 
the nvr.bsrs. repeating the beginning of the phrase if necessary. An 
using the key phrase, U3TfSL] STATtffi OF 



1 -2 ~3 -4 

u :. r i 7 



-6 -7 -C -9 -10-11-12 
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Hov/ proceed to place rrjnbers under the letters in accordance tilth their 
relative positions in the' ordinary alphabet, that is, n h* $ if present, is 
^iven the number 1 and further occurences of T, A M , if present, are given the 
numbers 2, 3, etCe, :, B ,! , if present, is given the next nunber, and so on, 
»crki-g frcn left to right* until every letter haa been assigned a nuniber* 
If the vrcrk is c o rrectly completed, ever? letter rill have a number beneath 
it and the rer sat 3gt number rri.ll be the lest number in the series urittan 



old eve 



If the letter dees not arr:ear in the key v:ord or phrase, then 
th-e first letter of the alphabet that dees appear is ^iven the nunber X* 
The asnta is true as the work proceeds* Mien the next letter of the alphabet 
does not appear in the key, assign the next greatest nur.be r to the next 
latter of the alphabet which does apboar in the key* Continuing the e: 



he final result will be as follows : 
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PORT KOItliOUTH, JERSEY 



April 20, 195 



REPORT OH 
SIGNAL CORPS BOARD CASE SO. 123 
CIP3ER DEVICE, TYPE M-1J8 

Pile OCSigO 41^.6 (M-133) 



DIRECTIVE: 



8 



"WAR DEPARTMENT 
Office of the Chief Signs 1 Officer 

Washington 



CCSlgO 4.13.6 (M-13S) 

Subject: Cipher Device, type M-128. 



March v 



*?c: 



President ^ Signal Corps Board, Fort Monmouth, II. j. 



nal Corps 




>oard Can a No. 193* 




are being sent 70U this d/.te by express 
three different models of a proposed new cipher device to vhic 
the type number K-133 has been tentatively assigned by the 
Chief Signal Officer. The cryptographic principle of these • 
devices is essentially identical with that of CipV-r Device- 

ype R-9^j except that they einp loy paper strips heaving easily 
changeable alphabets which are to be slid horizcr/ca.My in 
channels, in cryptographing or decrypt ogrsphiiig messages. It 
13 desired that you service test these models an* suufllt reco- 
mmendations for the consideration of the Chief Signal Officer 
as tc vh-ich model is deemed most practicable for zsilitp.ry uss. 



2. It is proposed to adopt thi3 as a cryptographic 
device in tactical units dovn to and including division .ness - 
age centers, as an auxiliary means of secret coirsmnication 
between holders of Army Field Code. If successful, it may 
eventually replsce Army Field. Code altogether.- 

- 

3. Tests to establish the degree of cryptographic 
seowtty afforded by such & device have been cade." They i.cvc 
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onstrated that the changeable alphabet 3 of this type of 
device afford .a very ^uch higher degree of cryptographic 
security than do the unchangeable alphabets of Cipher Device, 
type M-94. A single fairly long message cryptographed by 

eans of the latter device, the alphabets of which are pre- 
sumably known to a -potential enemy, can be solved in from 
three to forty -eight hours, and a set of messages all in the 
same key can be solved in less than twelve hours under favor- 
able conditions. However, in the case of Cipher Device, type 
M-l£8, tests have indicated that, given a staff of six 
competent cryptenalysts, working on traffic totaling 3,000 
five-letter groups all in the same key (sequence of alphabets) 
solution cannot be reached in less than one week's concentrated 
effort. Consequently, if the change in key is made suff icientl; 
often so that not more than this number of groups is enciphered 
in any one key, a set of alphabets may be employed with safety 
for a considerable number of days or until the alphabets have 
been compromised by capture or other means. 

4. a- Models 1 and 2 are practically identical, 
both using alphabet strips cut out from sheets of heavy bond 
paper similar" to sample enclosed herewith, labeled Exhibit 1. 
These sheets could be printed in the field, and issued to 
holders, who could % cut them into 3trips by a razor blade or 
sharp knife. The cuts must, however, be extremely accurate 
and f or this reason it .may be necessary to develop a cutter 
which will automatically cut the strips apart, as per Exhibit 
This matter is being investigated by the Chief Signal Officer 
and at present no difficulties are foreseen in thi3 direction. 
Should an automatic cutter be deemed necessary, the cutting 
could be done at the printing plant, a in Exhibit 2, so that 
the strips would remain together in the sheet until actually 
ready for insertion in the device. 

b. Tentative instructions for the use of models 
1 and 2 accompany this letter and are marked Exhibit 3. Sliding 
strips have already been inserted in the channels, and set up 
to the same key. 

■ 

k £. "Model 3 is identical with a model recently 
adopted as standard by the Navy. This model uses alphabet strips 
of cardboard in channels made in a leather holder. Accompanying 
this letter is a copy of the instructions (Exhibit 4) and a set 
of strips (Exhibit 5) as issued by the Kavy Department for use 
with their device. These instructions and alphabets are now in 
actual service in the Navy and it is directed that all pre- 
cautions be exercised in their handling, to prevent their loss 
or compromise. They must be returned as soon as this service 
test is completed. 
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d. The strips of the 

_^ ll machine at the Go 

sharp knife or razor blade will 



as against 



e. A factor to "be considered is the comparative 
costs of replacement alphabets in' the case of model 1 or 2 

lodel 3. The paper stock for Exhibit 1 is much 
than that for Exhibit 5; the cutting of the former is 
possible -as a single operation at very slight cost per sheet by 
means of a set of rotary -disk knives ksyed to one shaft; the 
cutting of the latter is a much more costly operation since the 
whole sheep must be advanoed 25 time3, once for each strip, flr » 
this is a slow, hand -feeding operation. 

5. The following point3 ere specifically presents 
for your study and determination: 




a. 



Sneed of operation of Models 1, 2 and 3 as 
compared with Cipher Device, type in: 



ll Setting up the device to a new key 
2} C ryp t c graphing and decryptographing 

b. Speed of operation of Kodel 2 as compared 

with Model 3 in: 

(1) Setting up the strips to a new key 

(2) Crypto graphing and decryptographing 

c. Relative susceptibility to errors in the 

case of Models 1 or 2 compared with Model 

- 

d. Relative* ruggedness and durability of Model 
— 1,2, and 3 under field conditions. 



e. Relative ease in storage and transportation 

and resistance to daicage in handling of 
Models 1, 2, and 3. 

* m 

♦ 

' 6. Memorandum receipt covering these models and 
accompanying exhibits is enclosed. It is requested that upon 
receipt cf this material this receipt be completed and return 
without delay. 



7 



- 

It is requested that this service test and rsport 
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thereon be submitted 
1934. 



the Chief 



Acting Chief Signal 



E. - » - - • - 
. « • .»••••-* 
•••••••• • • • * 



Enclosures 
Exhibits 



erlng above 



/s/ G. L. Van Deusen, 

Major, Signal Cor 
Executive. 11 
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PROBLEM PRESENTED: 



■ 1 



line which of the models 1, 2 and 3 submitted 
for test Is the most satisfactory replacement for the Cipher 
Device M-94, and meets the needs of the military service under- 
field conditions. 

PACTS BEARING ON THE CASE: 

The board collaborated with Major William F. Friedman 
Signal Corps Reserve, War Department Cryptanalyst, and 1st 
Lieut, Mark Bhoads, Signal Corps, end their ideas and opinions 
Here considered. The tests outlined in paragraph 5 a, hj and 
c # of the directive letter were made by a group of .one 
noncommissioned officer and four men who were assigned for this 
duty, under the direction of 1st Lieut. Mark Rhoads, Signal 
Corps. Each man was assigned a different device each day, 
time was taken for the start and finish of encipherment, de- 
cipherment, and the setting up of key words. Comparisons were 
made by individuals,' that is, the results of each man's work 
on all four devices were used for direct comparison* This was 
done in order to eliminate the personal element of natural 
speed or ability, o* the lack of it. Specific results were as 

follows: 



E 



i 



• 



r 

i 



(1) 



the 



up almost 



tting 

Model 1 



et up twice as fast as Model 2 
et up slightly less than twice as fast 



Regarding paragraph 5 < 
up device to new key: 

M-94 can be i 

can be i 
can be i 
as Model 5 

The reason for this loss of time is due to tne airri- 
culty of starting the strips into the channels. 

Regarding paragraph 5 a (2), cryptographing and decryptographing: 

Models 1, 2 and 3 are about equal in speed of operation, 
and are about 1/3 faster than the M-9^, both In cryptographing 
and decryptographing. No especial difficulty wa3 experienced 
due to the necessity of reading vertical columns of letters in 
odels 1, 2 and 3 as against reading horizontal lines cf letters 
in the M-94. 

Regarding paragraph 5 b (1), setting up the strips to a new key: 

Model 3 is slightly faster (about 1/8 i than Model 2. 
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Regarding 



b (2), cryptographing and decrypto 
graphing: Speed of operation almost exactly 
ecual between models 2 and 5. 



.. . 



Regarding paragraph 5 c, relative susceptibility to errors in 
the case of models 1 or 2 compared with model 3: 

Practically m difference. • 



With reference to paragraph 5 d and e, relative ruggedness 
and durability of models 1, 2 and 3' under field conditions, 
the following points have been noticed: 

Models 1 and 2 are more rugged than model 3; in 
fact modei 1 is too rugged and carries unnecessary weight. 
The strips used with model 3 (Navy) are brittle and liable 
to be bent when being returned ff to battery". The sewing on 
the pockets and guide strips of Model 3 is liable to rot out 
with excessive moisture which might al3o cause general warp- 
ing of the entire device. The Navy instructions for model 3 
call for the use of e blunt-edged paper cutter to enlarge the 
openings of the guide strips so as to permit free motion of 
the sliding strips. This is impractical from the Army stand- 
point. In practical usage the pointed end of a pencil would 
replace the above instrument and the slightest carelessness 
would result in ripping out the stitches. 

The channels of model 2 are les3 rugged than those 
of model 1, and could possibily be bent down by dropping a 
heavy object on them so as to prevent the free passage of the 
strips, but even so they could be v pried up with a knife or 
screwdriver. 

The board believes that the part of the device con- 
taining the block and channels of model 2 is satisfactory 
except for the following: 

* end of the channels should be modified % 

facilitate^putting the strips into the channels. 

The channel block should contain, as part of it, a 
device consisting of a slide and marker for the purpose of 
reading the vertical columns of letters, thereby eli 
the ruler which, as a loose piece of equipment, is likely to 
be lost or its setting disturbed. 

CONCLUSIONS; 

That the channel block and channels of a type s 
to model 2, protected by a folding cover of vateroroof webbini. 

25 ™°?% d 2 r /5 le ( ab f lc otner thaa leather, similar to the covtr 
or moael 2 (Navy), be adopted. 
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fastened* 



That the cover be arranged so that it can be securely 



That the paper on which the alphabets are printed be 



light enough to permit of easy* sliding into the channels, be 
of light green color with letters in black, and be without 




e. 



That all 
be of dull finish • 



etal parts of the channel block and channels 



REC OMMEIIDATI OH S 8 



The board recommends that: 



1. The Signal Corps Laboratories, Port Monmouth, 
New Jer3ey, be directed to develop, as part of Project No. 86, 
a model similar to that of model 2 and incorporating the ideas 
in accordance with those contained in the COKCUJSIOHS of this 
report. 

2. Models 1, 2 and 2, together with all descriptive 
matter and alphabets, be turned ever to the Signal Corps Labora- 
tories for use in making up the model referred to above. 

CONCURRENCES: 

* 

I concur In the above report. 



VM. R. BLAIR, 

Major,. Signal Corps, 

OC, Signal Corps Laboratories, 

Member. 



/s/ A. S. COWAN, 

Colonel, Signal Corps, 
President. 
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* . i • 



/s/ FRED G. MILLER, 

Captain, Signal Corps; 
Member and Secretary • 



/s/ 0. S, ALBRIGST, 

Lt. Colonel, Signal Corps 
Asst. Comdt., The Signal 
School, Member, 



•••• ••••••« 



m I 



/s/ H. C. INGLES 

Major, Signal Corps, 

CO, 51st Signal Battalion 

Member * 



--»••»« . . 




Concurred in but not 
signed due to absence 
from station* 
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REPORT OK 
SIGNAL CORPS BOARD CASE NO. 199 
CIPHER DEVICE , TYPE M-138-T4 

Pile OCSigO 413.6 (M-138-T4) 



» 

»• - 

t: 



DIRECTIVE 



n 



WAR DEPARTMENT 



Office of the Chief Signal Officer 
CCSigO 413.6 (H-138-T4) Washington 



♦ - 

l. 

.. . 



J. 



8 

May 14, 1934 



• » 



Subject: Cipher Device, type M-138-T4 



To: 



President, Signal Corps Board, Port Monmouth, N. J. 



Signal Corps Board Case No. 



1. 




» 

r. 



• ■ 



e is 



sde to Signal Corps Board Case No. I93. 

The?*" will be turned over to you within the next ten or fifteen 

days a single exemplar of Cipher Device, type M-l,i8-T4. This 

model will have been developed by the Signal Corp3 Laboratories 

in accordance with recommendation No. 1 of your report on Case 
No. 193. 

■ 

2* It is proposed to adopt Type M-128-T4 as a cryptograph! 

tactical units down to and including 



« - 



c 




auxiliary means of secret comnunicat 



essage 



holders of Army Field Code. It is 
test this model with this point in 



esired that you consider and 
ind . 



3. The following points are, in addition, specifically 



a. 



your study and determination 

Relative ruggedness and durability of type li- 
as compared with the models studied in connec 

with Case No. I93. 



b. Relative ease in storage and transportation and rs- 
• sistance to damage in handling M-138-T4 as comoared 
with the saine points with regard to the models* 
studied in connection with Case No. 193. 

-1- 
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4. It i3 requested that this service test and report there 
on be submitted to the Chief Signal Officer by June 15, 19?* • 



By order of the Chief Signal Officer: 



(S) 



M 
• « 



G . L. Van Deuccn 

G* L. Van Duesen/(sic) 

Major, Signal Corps, 

Executive* n 



ASSIGNMENT : 



To consider and test model of Cipher Device, type 
M-l?8-T4. • 



r 
i 



RECORD AflD PROCEDURE: 



The model of Cipher Device, typ 



turned over 



_ w Signal Corps Laboratories, consisted of the 

node! type M-1?S-T2, the sides of which had been cut dovn 
and to which had been added: 



b. 



c. 



A felt baclcing, 

A filler strip of material having the sa 
thickness as the material used in the guide 
for the alphabet, 
A straight edge slide, and 

liana carrying numbers to 
the setting of the slide • 



on to this, the upper metal surfaces were sanded in 
light reflection and make the use of the device eas: 



the eyes of the operator. It is understood that the Aluminum 
Company of America makes a material having a smooth dead surface 
which might possibly be better than the somevhat roughened sanded 
surface of the model. Samples of this material have been re- 
quested by the Signal Corp3 Laboratories but have not yet been 

received. * 

A protective carrying case for the device waa provided 
It was explained by a Laboratories' representative that this caa€ 
vas ffrav in color rather than olive drab as desired by the Board, 
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1 

because the company making the case had no olive drab material 
in stock. This material is ^stocked by. the roll, and the 
Laboratories deemed it advisable to have the single model 
made of the gray material rather than go to the expense of 
providing a roll the olive drab msterial. Olive drab 
material may be specified when the device goes into produc- 
tion. It was further explained by the Laboratories that 
thru error the manufacturer of this case placed the zipper 
fasteners on the side rather than on the end of. the case as 
they had been instructed to do* The construction of the 
device is such that it slides into the case endwise better 
than sidevise. The model was accepted with the fasteners 
on the side because of the lack of time to have a new model 
constructed, lflien the device goes into production it will 
be a simple matter to speoify the zipper fasteners on the 
end instead of on the side as in the present model. 

In order to further facilitate resetting the strips, one 
strip (Ho. 17) was slightly tapered on the left end. This 
taper was formed by removing the corners from the left end of 
the strip. The material removed from each corner was approxi- 
mately 1/16? wide by 3/16" long. This slight taper, together 
with the filler strip listed in "b* above, speeds up the re- 
setting of the strips materially."" 

- 

This model was turned over for test to the same group that 
made the tests in connection with Signal Corps Board Case Ko. 
193. In his report of service test of this model, Lieut. 
Rhoads, officer in charge of test group, repoets: 

. • 

a. The time required to cryptograph and decryptograph 
was appreciably reduced. The best time on any of the previous 
models was an average of 2 minutes per line, whereas the time 
on this model averaged 1.7 minutes per line* 

b. As to the matter of errors, in the previous models 
from two to seven errors were made in twenty lines of text, 
whereas in the present model no errors were made. 

£. The changing from the box-like arrangement opening with 
hinges' to the present one of providing a carrying case is in my 
opinion much more satisfactory from the viewpoint of both port- 
ability and operation. The case would be improved by putting 
the zipper fasteners on the end rather than on the side. 
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COHCLUSIONS: 



* 



. ma 



• The Board concludes: 



£• That the operation of the device has been consid- 
erably improved by the changes that have been introduced in the 

model T4. 



b. • That the present model, Including its carrying 
case, is more rugged and durable than any of the models tested 
In connection with Case No. 193. 

• m 

£• That the model T4 can be more conveniently stored 
and transported than any of the previous models, and that the 
carrying case with this model forms a better protection for 
the device than was provided by any of the protective 
supplied with models tested Ih connection with Case Ifo. 195« 

RECOMMENDATIONS: 




The Board recommends ^ 



a. That a cipher device similar to the model type 
M-138-T4 Ee adopted as standard for the uses specified in the 
above directive* 

b. That in future production of this equipment the 
carrying case be olive drab in color and have the zipper fas- 
teners on the end rather than on the. side* 

* 

c. That the alphabet strips be slightly tapered on 
the left "end to facilitate resetting. 



CONCURRENCES : 



I concur in the above report* 
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• /s/ H. C. INGLES , /a/ A. S. COWAN, 

Major, Signal Corps . Colonel, Signal Corps, 

CO, 51st Signal Battaltioh ' President. 

Member. 

- 

/s/ 0. S. ALBRIGHT, 

/s/ WM. R. BLAIR, Lt. Colonel, Signal Corps 

Major, Signal Corps Asst.Comdt. , The Signal 

OC, Signal Corps Laboratories, School, Member. 



Member and Acting Secretary 
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The method of operation is as follows: To encipher, first push 
the guide rule to tha eatress left. Then align, in turn, the plain-text 
letters of the message in a column under either n X", whichever ie nearer 
to the letter being aligned on the particular strip concerned, 
ing with the first strip, place the eraser of a lead pencil on the strip 
directly over the letter to be aligned and pu3h the strip to the left 
until the pencil is stepped by the guide rule or to the right until 
stopped by the right wooden strip » Continue this procedure until a com- 
plete coluon of letters has been aligned. Cheese a cipher-text column 
at random by sliding the guide rule and placing it adjacent to any one 
of tha numbers, 1-25, at the top of the board; thi3 is the stage of 
encipherment pictured on the pretrials page. Kote the plain-text alig&» 

ment under both *V 8 • 

Copy in 5-lstter groups, tha cipher-text cclunn thus selected. 
Hspoat the shove procedure as many times as necessary to completely 
encipher the message, provided the message does net exceod the length 
limit (see page 79), in which- case it will be divided into part- * 
decipher, align the cipher-text letters in a ecluen beneath eit 
and find the plain-text coluan beneath one of the numbers frcm 
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1 # It is requested that authority be obtained from the Contending General 
Army Serrice Forces to exempt the CSP 845 and all other strip cipher derices from 
property accountability upon remoral of the present claseification and registry 
and that the Signal Security Agency be charged with the storage and " 
derices if this authority is obtained,, \ itt*£MM*i*A 

2 # At the present time the CSP 845, a Uavy device purchased by the Army f and 
other -similar Signal Corps derices ( SICWOWO and ^lOOUDJ) are confidential, regis- 
tered cryptographic derices and are stored, issued, and accounted for by the Signal 
Security Agency in accordance with the prorisions of AR 380-5* » They are issued by 
the Signal Security Agency only to authorized holders of United States Army crypto- 
graphic systems*, Obsolescent derices, U-138 and M-138-A, are classed as items of 3 
property and are being withdrawn from use as rapidly as possible in order 
standardize the strip cipher derices in use in the field. 
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■ 3 # - A eerioua accounting problem has been encountered due to the remoral of 
the claaaification and regietry from the CSP 845 by the Na»y Department and their 
handling it aa an unclassified item for which no accountability ia required, die ^ 
action waa effected by a memorandum, 21 September 19*3 » iaeued by the Director " 
Nayal Cocuiunicationa. which ia quoted aa follows t 
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title CSP 845 and to be issued through the Registered"publicationa 
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4. Rany Army holders of cryptographic material became aware of this memo- 
randum,* assumed that it applied to all CSP 845* a, and ceased accounting for all 
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5 # " The problem grows more complex daily because Orerseas Naval Issuing $ 
Offices will and do issue unclassified, unregistered ptiT845*> to Army units upon 
request* This results in the Army units* holding some derices for which they Z 
must account as registered, classified devices and some for which no such account 
ing is* required* * The resulting confusion is causing unnecessary correspondence 

and waste of time # ' 
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" 6, The need for registry and classification of strip cipher device* issued 

V the Chief Signal Officer no longer exists. However, it is essential. that they |; :: 

t-utinue to be stored and issued by the Signal Security Agency, which also stores ggsffiis 

and issues the other integral cryptographic materials necessary for operating the pS»j 

system. It is also necessary that the devices be issued through cryptographio ggg 
channels, which differ greatly from property channels. '*Hv?^<&v£gg£ V-?^ 

- ?. ' CSP 845, SIOTOIO, and SIGOUDJ 'are not now items of Tables of Organisation 
and Equipment and are exempt, by the provisions of paragraph 3M,^ 380-5, - .1 
15 March 1944, from property accountability under the general provisions^ of , v : „ 
AR 35-6520. Since this exemption would cease upon removal of classification and 
registry, it is necessary, in order that storage and issue of these devices ba .. 
continued byths Signal Security Agency, to secure their re^emption^from^roferty 
accountability. Exemption of the obsolescent devices, M-138 and lM3o^A, from prop- s 
erty accountability is desired to afford uniform handling of aU.^strip cipher ,v.-™S22 
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3* All holders are responsible for the care and safekeeping 
these devices and for their ultimata return to the Chief Signal 0 
when they are no longer required. 
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Acting Chief, Signal Security Branch 
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X. It ie requested that authority be granted, under the provisions 
of paragraph 3c 9 AR 35-6520, toacempt Cipher Device CSP 845 and all 
other strip cipher devices from property accountability, and that the 
Signal Security Agency be charged vith the storage and issue of these 
devices # 
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as items of property* However, they are being withdrawn from use as 
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